QUALITY MANAGEMENT
PROGRAM PLAN
FOR

REGION 10

DOCUMENT CONTROL NUMBER

RQWP- 001/ 96

U.S. ENVIRONMENTAL PROTECTION AGENCY
1200 SIXTH AVENUE

SEATTLE, WASHINGTON 98101



Regi on 10 QWP Pl an
Revi sion No. 2C
Date: 09-26-96
Page: 2 of 47

TABLE OF CONTENTS

LTEM PAGE
[ACRONYNE] 4
d_OSSAR 5
|1. 0 QUALI TY MANAGEMENT PROGRAM PLAN | DENTI FI CATI ON FO?M ) 6
|2. 0 | NTRODUCTI C]\|| 8
|3. 0 REG ONAL QUALI TY MANAGENMENT POLI CY| 8
(4.0 EPA POLI CY ON FRAUD, WASTE, AND ABUSE|. 11
4.1 Supplving of PE Materials to Suspended or Debarred Entities 13
(5.0 QUALITY MANAGEMENT| . . . 13
5.1 Regional Programldentification 13
5.2 Multiple Ofice Responsibilities 17
5.3 Assignnent of Responsibilities ) 18
5.4 Records Managenent of QV QA Docunents 23
5.5 Conput er Hardware and Softwater 24
5.6 Communi cati on/ Reporting/ Wrk Pl an 24
5.7 OM Program Operati on/ Revi ew . 25
5.8 Program Eval uati on 28
5.9 Resources 29
(6.0 CONCEPTS AND CONSI DERATI ONS OF QUALI TY ASSURANCE PROJECT PLANS | 30
6.1 Quality Assurance Project Plan Contents 30
6.2 Data Quality Objectives e 32
6.3 Laboratory Quality Assurance Pl an Contents 32
6.4 Standard Operating Procedures 33
6.5 Data Processing and Verification 35
6.6 Data Quality Assessnent 36
6.7 Corrective Action 39
[7.0 TRAINING| . . . 39
(8. 0 | MPLEMENTATI ON REQUI REMENTS AND SCHEDULE | . 40
APPENDI X A|- EPA Order 5360.1 Mandatory Quality Assurance 41

APPENDI X B|- InterimQuidelines and Specifications for Preparing



%

APPENDI X D -

APPENDI X Ef -

APPENDI X Ff -
APPENDI X G -

Regi on 10 QWP Pl an
Revi sion No. 2C
Date: 09-26-96
Page: 3 of 47

Qual ity Assurance Project Plans . . . . . . . . . . 42

Regi onal Program Specific Quality Assurance Project
Pl an Gui dance Manuals . . . . . . . . . . . . . . . 43

Headquarters Program Specific Quality Assurance Project
Pl an Gui dance Docunents . . . . . . . . . . . . . . 44

Nat i onal / Regi onal Audit Procedures
45

Laboratory Quality Assurance Pl an Qui dance Docunents 46

Rel at ed Regi onal Program Specific Docunents . . . . 47



CERCLA

CLP
CSI S
DVR
DQCs
ESAT
FI FRA
G5A

I &M
| AGs
NAMS
NERL
NESHAPS
NI ST
NPDES
NSPS
QAQ

RPM
RPO

RQPM
SARA
SEA
SLANG
Se)
SoP
TSCA

QAPj P

Regi on 10 QWP Pl an
Revi sion No. 2C
Date: 09-26-96
Page: 4 of 47

ACRONYMS

Conpr ehensi ve Environnental Response, Conpensation and
Liability Act

Contract Laboratory Program

Conpl i ance Sanpling | nspection

Di scharge Mbnitoring Report

Data Quality Onjectives

Envi ronment al Servi ces Assi stance Team

Federal Insecticide, Fungicide, and Rodenticide Act
General Services Adninistration

| nspecti on & Mai nt enance

I nter- Agency Agreenents

National Air Mnitoring System

Nati onal Environmental Research Laboratory
Nati onal Emi ssions Standards for Hazardous Air Pollutants
National Institute of Standards and Technol ogy
Nati onal Pollution Discharge Elimnation System
New Sour ce Perfornmance Standards

Office of Ailr Quality

O fice of Crimnal Investigations

Ofice of Environmental Assessnent

O fice of Environnmental C eanup

O fice of the Inspector General

O fice of Managenent Prograns

On- Scene Coor di nat or

O fice of Waste and Cheni cal s Managenent
Ofice of Water

Perf ormance Audit | nspections

Per f or mance Eval uation

Qual ity Assurance Managenent Staff (Hq)
Resour ce Conservation and Recovery Act

Renedi al Project Manager

Regi onal Project Oficer

Regi onal Qual ity Managenent Program

Regi onal Quality Program Manager

Super fund Amendnent and Reaut horization Act

St at e- EPA Agr eenent

State/Local Air Mnitoring Station

State/Field Ofice

St andard Operating Procedure

Toxi ¢ Substances Control Act

Qual ity Assurance

Qual ity Assurance Project Plan

Qual ity Control

Qual ity Managenent

Qual ity Managenent Program Pl an

Water Pol | ution

Wat er Supply



EDCA

QAN

RPNVs

Regi on 10 QWP Pl an
Revi sion No. 2C
Date: 09-26-96
Page: 5 of 47

G OSSARY

Envi ronmental data collection activities include any

| aboratory or field data generation activity or

i nvestigation involving the determ nation of

bi ol ogi cal, chem cal, or physical factors related to
the environnment. Sonme exanples are: determning the
presence or absence of pollutants in waste streans;

heal th and ecol ogi cal effect studies; clinical and

epi dem ol ogi cal investigations; engineering and process
eval uations; studies or neasurenents of pollution
transport, etc.

The Quality Assurance Managenent Staff is the Agency
office, located at Headquarters, that is the focal
point for quality assurance policy and is responsible
for devel oping QA requirenents and overseeing
Agency-w de i npl enentation of the QA Program

The term Regi onal Program Managers shall be used in
this docunent to include all supervisory and managenent
personnel (e.g., Unit Chief or Ofice Director).

The term Regi onal Project Managers shall be used in
this docunent to include all personnel responsible for
overseei ng environnental data collection activities.
This shall include, but not be limted to: Renedi al
Proj ect Managers, Wrk Assignnment Managers, Delivery
Order Oficers, On-Scene Coordinators, permt witers,
conpl i ance personnel, investigators, project officers,
etc.

The Regional Quality Managenment Program has the

del egated authority for managi ng and overseei ng

regi onal quality managenent policies, practices, and
requirenments. The RQWP is al so responsible for
overseeing the inplenentation of the Agency-w de QA
program including grants, contracts, fornalized and
i nt eragency agreements.
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1.0 QUALI TY MANAGEMENT PROGRAM PLAN | DENTI FI CATI ON FORM

Docunent Title: Quality Managenent Program Plan for Region 10
Docunent Control Nunber: RQW-001/96
Organi zation Title: EPA Region 10

Addr ess: 1200 Si xth Avenue
Seattle, WA 98101

Regi onal Adm ni strator: Chuck C arke

Qual ity Managenent Program Manager: Barry Towns

Address: EPA Region 10
1200 Si xth Avenue, OEA-095
Seattle, WA 98101

Pl an Cover age:

This plan covers all nonitoring and neasurenent
activities nmandated t hrough EPA regul ati ons and
menor anda. This includes all internal and external
envi ronnment al data generated by activities conducted
t hrough regi onal nonitoring prograns, grants,
contracts, interagency, and cooperative agreenents.
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2.0 | NTRODUCTI ON

Region 10 is strongly conmtted to good science and
aggressive quality managenent (QW practices. This commtnent is
consistent with the goals of the Admnistrator's Quality
Assurance (QA) Policy Statenent and EPA Order 5360. 1.

Regi on 10 has al ready devel oped and integrated quality
managenent (QW) practices into nonitoring and neasurenent
activities wthin its purview These QM practices are
specifically designed to generate and process data of known and
appropriate quality in a cost-effective nmanner.

The purpose of this docunent is to define and describe the
M @A, and Quality Control (QC) policies and responsibilities
required by Region 10, in concurrence with the Agency's nandated
QM program The docunent is designed to provide a | ogical
connecti on between Agency QM policy and the inplenentation of
such policies in Region 10. This docunent is intended to assi st
Region 10 Project Oficers and Managers in the uniform
i npl ementation of QM QA, and QC requirenents for Region 10
Monitoring Prograns, Grants, Contracts, Cooperative Agreenents,
and | nteragency Agreenents.

3.0 REG ONAL QUALI TY MANAGEMENT POLI CY

It is the policy of Region 10 that there shall be sufficient
Qual ity Managenent (QW activities conducted within the Region to
ensure that all environnental data generated and processed shal
be: scientifically valid, of adequate statistical quantity, of
known precision and accuracy, of acceptable conpl eteness,
representativeness, and conparability, and where appropriate,
| egal |y defensible. This goal can be achieved by ensuring that
adequate QM steps and procedures are used throughout the entire
nmonitoring process (frominitial study planning through data
usage) .

Regi onal policy shall conply with EPA Order 5360.1 which
requires a Quality Assurance Project Plan for all environnental
data collection activities. Environnmental data collection
activities are defined as the collection or generation of any
chem cal, physical, or biological neasurenents. EPA Order 5360.1
requi res conpliance for all environnmental data collection
activities in which data is generated by or for the Agency. EPA
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Order 5360.1 is attached in Appendi x A

A

1

Specifically it is the policy of Region 10 that:

Each nmonitoring programthat generates environnental data
shal | devel op and i nplenent a QA Project Plan ( QAP P)
addressing the major elenments contained in appendices B & C
and shall ensure that adequate resources (both nonetary and
staff) are provided to support the QA objectives of the
QAPj P. The project plan should specify the detailed
procedures required to assure the generation of quality
data. Al QA project plans nust be approved prior to data
coll ection and/or scheduling of |aboratory space. The

Regi onal Quality Managenent Program (RQW) can assist with
pl an revi ews and concur on the approval /di sapproval of al
QAP} Ps.  Speci al exenptions can be requested through the
RQW for energencies or special investigations. Special
situations shall still require the preparation and approval
of a QAP P after the field event. The occurrence of speci al
situations is expected to be [imted and is not to be a
routi ne operational procedure.

Al'l environnental data generated shall be of known and
acceptable quality. The data quality information devel oped
with all environnmental data shall be docunented and
avai |l abl e.

Al'l Regional nonitoring prograns shall ensure that
acceptable QM requirenents are included and inplenented in
all applicable external nonitoring activities funded by the
EPA.

The intended use(s) of the data shall be defined before the
data collection effort begins, so that appropriate QM
measures may be applied to ensure a |level of data quality
commensurate with the nonitoring objectives. The
determnation of this level of data quality shall also
consi der the prospective data needs of secondary users.
Data Quality Objectives (DQ0s) shall be established to
ensure the utility of nonitoring data for its intended use
and as gui dance for preparation of QA project plans. The
Progranms shall be responsible for determ ning the
appropriate QM practices, using the DQO process for each
QAP} P. The intended data uses, level of quality, specific
M activities, and data acceptance criteria needed to neet
the data quality needs of these uses shall be described in
each nonitoring activity's QA project plan.
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5. Quality assurance activities shall be designed in the nost
cost effective fashion possible, w thout conprom sing data
qual ity objectives.

6. The devel opnent and mai nt enance of acceptable State QA
prograns shall be integrated, as appropriate, into the
overal | State-EPA Agreenent ("SEA") process.

The Regi onal Adm nistrator has the overall responsibility
for the devel opnent, inplenentation, and continued operation of
t he Regional QM Program The authority and responsibility for
managi ng the QM activities within the Region shall be assigned to
t he Regional Quality Program Manager (RQPM. To ensure that the
Region's QM policy is uniformy applied to the generation and
processing of all environnental data, a Regional Quality
Managenent Program (RQW) shall be established and nmai ntai ned.
The Regional Quality Program Manager shall act as Manager of the
Regi onal Quality Managenent Program The RQW shall function as
a central quality managenent authority organizationally
i ndependent of the prograns supported, i.e., environnmental data
generators and users.

B. The Regional QM Program shall neet the follow ng
requirenents:

1. The RQW shall be the technical and central nanagenent
authority for all QUWmatters within the Region. The RQW
shal |l review, comment, and concur on all Regional QA Project
Plans. The RQW shall be the focal point for interaction
between the Quality Assurance Managenent Staff (QAMS),
NERL's, National Program Ofices, state, local, private, and
ot her Federal agency QA personnel on Quality Managenent
i ssues to ensure that agency QM requirenments are net.

2. The RQW shall be adequately organized and staffed, and able
to request specific technical expertise primarily fromthe
technical staff of the Ofice of Environmental Assessnent or
fromother Ofice progranms when specific expertise is
needed, i.e. Radiation, Health Physics, etc. After being
request ed through appropriate nmanagenent, the technical
expert shall function as part of the RQVWP.

3. Region 10 Project Oficers (RPMs) shall informthe RQW of
activities relating to QMw thin their specific nonitoring
progranms and facilitate devel opnment and inplementati on of QA
Proj ect Pl ans.

4. Facilities, equipnment and services that, directly or
indirectly, have an inpact on data quality or integrity
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shal|l be routinely inspected and mai nt ai ned where
appropriate (as outlined in facilities plan). The
facilities plan shall identify the parties responsible for
conducting routine inspections.

5. Data processing shall be docunented, reviewed, and revised
as required by the Regional Quality Managenent Pl an or
Agency mandates and gui delines. Data shall be validated
according to specific criteria, which shall follow EPA
gui del i nes and regul ati ons.

6. When data falls outside acceptable limts, the appropriate
managenent official (Regional Project Manager, Regional
Program Manager, etc.) shall, with the assistance of the
RQWP devel op and i npl enent a nechani smfor corrective
action. This will assure that any deficiencies in data
generation activities, detected by the QM program can be
corrected in a tinely manner.

7. The RQW shall submt an annual Region 10 QM Report and
Work/ Audit Plan, to the Regional Adm nistrator and the
Director of the QAMS, for review and approval. The annua
Region 10 QM Report and Work/ Audit Plan will be used by the
QAMS in preparation of the annual Agency QM Report. The
annual Agency QM Report will be sent to the Adm nistrator.

8. The Region 10 QM Program Pl an shall be reviewed at |east
annual ly, by the RQW, and updated as required. Significant
revisions to the Region 10 QM Program Pl an shall be
submtted to the Regional Admi nistrator, OEA Ofice Director
and the QAMS for review and concurrence or approval

4.0 EPA POLI CY ON FRAUD, WASTE, AND ABUSE

It is the responsibility of Region 10 managers and
supervisors to i nform EPA enpl oyees of their responsibilities
concerni ng Federal Fraud, Waste, and Abuse regul ati ons, and of
their responsibilities under the Agency's Standards of Enpl oyee
Conduct. The followng information is a summary of Federal
requi renents as they pertain to EPA enpl oyees:

A. Paragraph 2.b, Chapter 3, of EPA Manual 6500, "Functions
and Activities of the Ofice of the Inspector General”
(January 22, 1985) states:

Al |l enpl oyees of the Agency, within the limts of their
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authority and duties, are responsible for (1) fostering
the enforcenent of |aws, executive orders, regul ations,
and ot her applicable directives; (2) nmaintaining high
standards of ethical conduct; and (3) pronoting
efficiency and effectiveness in the adm nistration of

t he Agency's prograns and activities.

These responsibilities require that all enpl oyees
pronptly report instances of and information on any
known or suspected violation of law, rules, or
regul ati ons; m smanagenent; gross waste of funds; abuse
of authority; or substantial and specific danger to the
public health and safety. Enployees should report such

instances to their supervisors, or if necessary,
directly to the Ofice of the |Inspector General
(enphasi s added).

As stated in Section 7c of the Inspector General Act,
action shall not be taken or threatened agai nst any
enpl oyee as a reprisal for making conplaints or

di sclosing information to the Ofice of the Inspector
Ceneral (O G unless the conplaint was nmade or the
informati on di sclosed with the knowl edge that it was
false or wwth willful disregard for its truth or
falsity.

In accordance with Section 7b of the Inspector General
Act, the identity of an enpl oyee, other than a
supervi sor or manager acting in his or her official
capacity, who cones forth with a conplaint or
information by contacting the O G shall be kept
confidential. Exceptions can be nmade to this general
rul e where (1) the enployee consents to the rel ease of
his or her name, or (2) the Inspector Ceneral
personal |y determ nes such disclosure is unavoi dabl e
during the course of the investigation. The provisions
of confidentiality under Section 7b is limted to EPA
enpl oyees who directly contact the O G

A tel ephone hotline, maintained in the OG is

avail able to all EPA enpl oyees and the public for
reporting Agency activities involving fraud, waste, or
m smanagenent .

Washi ngton, DC O G Hotl i nes:
(800) 424-4000
(202) 260-4977

Seattle, WA O G Hotline:
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(206) 553-1273

npl oyees are stated in 40 CFR Part 3. The EPA Region 10

B. The Agency's standards-of-conduct regul ations for EPA
e
library has a current copy of 40 CFR Part 3.

4.1 Supplving of PE Materials to Suspended or Debarred Entities

In order to assure the scientific quality of EPA s decision
meki ng, and in order to nore conpletely protect the public's
health, welfare, and the environnent, it shall be Regional policy
not to supply performance evaluation materials to parties that
are suspended, debarred or excluded parties (voluntarily or
otherwise). This shall nmean that any conpany, individual or
other parties listed in the docunent entitled, "GSA Lists of
Parties Excluded From Federal Procurenent or Nonprocurenent
Prograns” shall not be eligible to receive, directly or
indirectly, any performance eval uati on sanples provide by the
EPA. This restriction shall include all water supply (W5, water
pollution (WP), discharge nonitoring report (DVR) or other
performance eval uation materi al s.

The "GSA Lists of Parties Excluded From Federal Procurenent
or Nonprocurenent Prograns” is published on a periodic basis by
the General Services Adm nistration. Copies of this docunent are
usually available in the Ofice of Regional Counsel or through
t he Regional Contract O ficer. A subscription to the "Lists" is
avai |l abl e through GSA by calling (202) 501-3566 or (202) 501-
4704.

5.0 QUALITY MANAGEMENT RESPONSI BI LI TI ES

5.1 Redgional Programldentification

| dentification of each Regional programrole covered by the
M requirenents is described bel ow.

The O fice of Environnental Assessnent (OEA) has managenent
responsibilities for the Regional Quality Managenment program

CEA provi des specialized technical support; conducts speci al
studi es and anal yzes environnental sanples; processes, analyzes,
and recomrends the use to be nade of environnental data by the
program of fices. OEA overviews sone external environnental
nmonitoring. OEA shall prepare QA project plans and/or Standard
Operating Procedures (SOP) for all nonitoring and nmeasurenent
activities it conducts. These plans shall be devel oped according
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to National and Regi onal QM requi renents and specifications
(Appendices B, C, & D).

The Ofice of Alr Quality (QAQ has the | ead program managenent
responsibilities for the SLAMS/ NAMS, Stationary Source

( NSPS/ NESHAPS), Mobile Source (I & M and part of the TSCA
prograns. QOAQ manages a portion of the Regional Federal grants
and contract fund processes. QAQ ensures that QM matters are
reflected in budgets, program plans, and work/operating pl ans.
QAQ serves as the technical/programauthority for all air
environnental nonitoring activities within the geographi cal
boundari es of Region 10. Data arising fromthese prograns are
the product of efforts, both internal and external to the Region.
QAQ overvi ews external environnental nonitoring prograns.

The O fice of Environnmental Assessnent (OEA) provides the
QAQ with technical assistance relevant to nonitoring and
data processing activities. This includes system and
performance audits on air nonitoring activities, inspections
of stationary and nobile sources, and coordi nation of the
Performance Eval uation Studies. QA project plans for
speci al ambi ent studi es conducted by the Region wll be
prepared by OEA. QM QA prograni project plans devel oped by
St at e/ Local Agencies shall be approved by the QAQ with
concurrence fromthe RQW. These plans shall be revi ened
annual ly and revised as needed. QA program project plans
shal | be devel oped according to National and Regi onal QM
requi renents and specifications (Appendices B, C, & D).

The O fice of Ecosystens and Communities (CEC) has the program
managenent responsibilities for the Pesticides and NEPA prograns.
CEC ensures that QM matters are reflected in budgets, program

pl ans and wor k/operating plans. OEC serves as the

techni cal /program authority for all of the toxics and NEPA
monitoring activities within the geographical boundaries of
Region 10. Data arising fromthese prograns are the product of
efforts, both internal and external to the Region. OEC overviews
external environnmental nonitoring activities.

The O fice of Environnmental Assessnent (OEA) provides
assistance to the OEC relevant to nonitoring and data
processing activities and through the coordination of the
Regi onal Pesticide Performance Eval uation Studies. OEC
shal | devel op QA project plans for FIFRA nonitoring
activities they conduct. QM QA progranl project plans
devel oped by State/Local Agencies shall be approved by the
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CEC with concurrence fromthe RQW. These plans shall be
reviewed annual ly and revi sed as needed. QA prograni project
pl ans shall be devel oped according to National and Regi onal
QM requirenents and specifications (Appendices B, C, & D).

The O fice of Environnental O eanup (OECL) has the program
managenent responsibilities for the Conprehensive Environnent al
Response, Conpensation, and Liability Act (CERCLA and SARA); and
Emer gency Response Prograns. CECL ensures that QA matters are
properly reflected in budgets, program plans, contracts, permts,
| nt eragency Agreenents (I AGs) and work/operating plans. OECL
serves as technical/programauthority for all Superfund and

Emer gency Response environnental nonitoring activities within the
geogr aphi cal boundaries of Region 10. The data arising from
these prograns are the product of efforts, both internal and
external to the Region. OECL overviews external environnenta
noni t ori ng prograns.

The O fice of Environnmental Assessnent provides the OECL
with technical assistance relevant to the collection and
anal yses of environnental sanples. This includes Regional
managenent of the Contract Laboratory Program (CLP) and
Envi ronmental Servi ces Assistance Team ( ESAT) Contract;
review of CLP data; and preparation of QA project plans for
Superfund nonitoring activities that OEA conducts. CECL
shal | devel op QA project plans for all Superfund and

Emer gency Response nonitoring activities they conduct.

QM QA program project plans devel oped by State/Local
Agenci es shall be approved by the CECL with concurrence from
the RQW. QA program project plans shall be devel oped
according to National and Regional QM requirenents and
specifications (Appendices B, C, & D).

The Ofice of Waste and Chem cals Managenent (OACM has the
program managenent responsibilities for the Resource Conservation
and Recovery Act (RCRA); Toxic Substance Control Act (TSCA), and
t he Energency Prevention and Community Response Act (EPCRA). OACM
is responsible for permtting and conpliance, as well as,
enforcenent for facilities storing hazardous waste. OANM nanages
Federal grants and contract funds. OACM serves as

techni cal / program authority for all RCRA environnental nonitoring
activities wthin the geographical boundaries of Region 10. The
data arising fromthese prograns are the product of efforts, both
internal and external to the Region. OAM overviews externa

envi ronnmental nonitoring prograns.

The O fice of Environnmental Assessnent (OEA) provides the
OXCM with techni cal assistance relevant to nonitoring and



Regi on 10 QWP Pl an
Revi sion No. 2C
Date: 09-26-96
Page: 16 of 47

data processing activities. This includes systemaudits on
monitoring activities, and conpliance inspections and
preparation of QA project plans for RCRA nonitoring
activities that OEA conducts. OAM shall devel op QA project
plans for all RCRA and TSCA nonitoring activities they
conduct. Qv QA prograni project plans devel oped by

St at e/ Local Agencies shall be approved by the OACM wit h
concurrence fromthe RQW. These plans shall be revi ewed
annual ly and revised as needed. QA program project plans
shal | be devel oped according to National and Regi onal QW
requi renents and specifications (Appendices B, C, & D).

The O fice of Water (ON has the programresponsibilities for the
public water supply; anbient surface and groundwater; underground
injection control; estuarine waters; off-shore discharge; and
donestic and industrial wastewater treatnent progranms. OWis
responsi ble for permtting and conpliance, as well as,

enforcenent for water stationary sources, donestic and industri al
treatnent facilities. OWnmanages Federal grants and contract
funds. OWensures that QA matters are properly reflected in
budgets, program plans, contracts, permts, |nteragency
Agreenments (1 AGs) and work/operating plans. OWserves as the
techni cal /program authority for all water related environnental
nmonitoring activities within the geographi cal boundaries of
Region 10. The data arising fromthese prograns are the product
of efforts, both internal and external to the Region. OW

overvi ews external environnmental nonitoring prograns.

The O fice of Environnmental Assessnent (OEA) provides the OV
with technical assistance relevant to nonitoring and data
processing activities. This includes oversight of
Stat e/ Local fixed anbient water nonitoring networks; speci al
anbi ent studies; system and perfornance audits on water and
waste field nonitoring; and | aboratory operations; NPDES
conpl i ance i nspections and oversight inspections (CSIs and
PAIs). OEA shall prepare QA project plans for all special
studi es, and conpliance nonitoring/inspections it conducts.
OWshal | devel op QA project plans for data collection
activities they conduct and require permttees to devel op
and maintain QA project plans for all permts. QV QA
progrant proj ect plans devel oped by State/Local Agencies
shal | be approved by the ONw th concurrence fromthe RQVP.
QA progrant project plans shall be prepared according to
Nat i onal and Regi onal QM requirenments and specifications
(Appendices B, C, & D).
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The Ofice of CGrimnal Investigations (OCl) is responsible for
conducting investigations of crimnal violations within Region
10. OClI prepares crimnal cases and takes enforcenent actions to
attain conpliance with environnental |aws and EPA regul ati ons.
This involves surveillance activities, file searches, and the
coll ection of environnental sanples. The Ofice of Crim nal

| nvestigations will prepare QA project plans for environnental
nmonitoring activities it conducts. These plans shall be

devel oped according to appropriate National and Regi onal QW

requi renents and specifications (Appendices B, C, & D).

The State/Field Ofice (SOs) (Al aska, Idaho, O egon, Washi ngton)
represent the Regional Adm nistrator on State matters and provide
| eadershi p, coordination, and liaison with the officials of each
State’s environnmental agency, Tribes, and other Federal, State,
and | ocal organizations. SGs perform program specific functions
according to approved work plans as inplenentati on work,

i nspections, permts, outreach, Superfund site managenent,
ecosyst enf geographi ¢ work, and nulti-nedia coordination. Actual
assignnents to each office may vary according to the needs of the
State and the nature of EPA activities in each state as
docunented in the work plans. The work plans nay require

coll ection of environnental sanples. The State Ofices shall be
responsi bl e for preparing QA project plans for each data
collection activity they conduct. These plans shall be devel oped
according to appropriate National and Regional QM requirenents
and specifications (Appendices B, C, & D).

5.2 Multiple Ofice Responsibilities

The Regi on has sone projects in which responsibilities are
split between nore than one Ofice. This section wll briefly
di scuss the responsibilities for these projects.

A Reqi onal G oundwat er Dat a Managenent Order

In 1989, the Regi on adopted the Regi onal G oundwater Data
Managenment Order (RLO 7500.1) to establish consistent procedures
for organizing, reporting, transmtting, storing and retrieving
groundwat er data. This order applies to all groundwater data
collection activities carried out by EPA staff or EPA
contractors, including research and devel opnent, enforcenent and
permt issuance. The responsibilities defined in this order are
summari zed bel ow. For specific details refer to the O der.

1. Ofice Directors shall be responsible for the inplenentation
of this order within their respective Ofices.
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2. The OEA Laboratory shall encode and input the results of al
groundwat er sanpl e analysis perforned at the Laboratory into
the Laboratory Sanple Data Managenent System  The
Laboratory shall also enter contract |aboratory data for
projects conducted directly by EPA staff.

3. OEA shall provide guidance and training, as requested, to
ensure that data is properly encoded according to
specifications contained in the Order.

4. OEA shall be responsible for determ ning the disposition of
the data received by EPA, and transferring data to the
appropri ate EPA data managenent system

5. OEA shall code and enter historical data, and data coll ected
under ongoi ng agreenents, as allowed by tine and resources.

6. Sanpling plans and QA plans shall be reviewed for conpliance
with this Oder, prior to approval.

7. CECL, OCWM OW OEC and SO s shall, where appropri ate,
require that all groundwater data managenent procedures are
conplied with as described in this Oder.

B. Reqi onal Environnmental ©Monitoring and Assessnent Prodgram

The Regi onal Environnmental Monitoring and Assessnent Program
(REMAP) is ....[to be added]

5.3 Assignnent of Responsibilities

In order to properly manage the QM activities of
environnmental nonitoring prograns within Region 10, all QV QA
managenent responsibilities shall be assigned to the RQW. The
Manager of the RQW shall be under the adm nistrative nmanagenent
direction and support of the OEA Director. The RQW shal
function i ndependent of the prograns it supports. The

organi zational structure is shown in Figure 1.

A Reqgi onal Quality NManagenent Program Responsibilities

The RQW, located in the Quality Assurance and Data Unit
(QADU) of the Ofice of Environnental Assessnent, has the
responsi bility for managi ng the Region 10 QM Program The RQW
Manager shall serve as the Unit chief of the QADU and as the
Regi onal QM Program Manager (RQPM. The followi ng Ii st
enunerates the responsibilities of the RQWM or their designated
staff:
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1. The official Regional contact for all QW matters in the
Regi on.

2. Respond to QM QA needs, resolve problens, and answer
requests for guidance or assistance.

3. Assist in the devel opnent of Regional QA Project Plans with
Regi onal Project Managers, nanagers and ot hers.

4. Review and concur on the approve/di sapprove all Regional QA
Proj ect Plans required by EPA Order 5360.1. Review
i npl ementati on of selected QA plans and adequacy of the data
generated froma quality perspective.

5. Assure that Agency and Regional QM Programrequirenents are
integrated into all Regional contracts, Interagency
Agreenents, grants, and the overall State/ EPA Agreenent
process and grants.

6. Assist States in the devel opnent and inplenentation of QM QA
Program and Project Plans (see bel ow).

7. Coordi nate and/ or conduct System and Perfornmance audits of
sel ected environnental nonitoring prograns.

8. Submt annual QM Status Report and Work Plan to Regi ona
Managenent and QANS

9. Participate in QAMS revi ew of Region 10 QM Prograns.

10. Provide training on QM QA policies and procedures.

An inportant part of the QV programin Region 10 has been
the excellent interaction of the Region with State and | ocal
agency personnel. Each State's environnmental agency has
devel oped an approved QA Program Pl an, and appointed a QA Oficer
to interact wwth the RQW. The Region and states will work to
ensure that all environnental data generated and processed by the
states, for agency use, shall be of known and docunented quality.
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Office of the Executive (Regional Administrator)

Office of Environmental Assessment

Quality Assurar.me and Inve.stlgat.lon anq Laboratory Risk Evaluation Unit
Data Unit Engineering Unit
Data Team EnV|rl0nme_ntaI Facility Support
Chemistry Team Team
Office of Office of Office of Office of Office of State Offices Office of
Criminal Air Quality Chemicals and Ecosystems Environmental (Alaska, Oregon, Water
Investigations Waste Management and Communities Cleanup Idaho, Washington)

Figure 1. Organi zational Structure of EPA Region 10 QW

Not e: Admi ni strative Managenent responsibilities are represented by a solid lines Interactions between
Regi onal Prograns are represented by dashed lines. PM PG Project Managers/Project Oficers; TS
Techni cal Speciali sts.
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B. Technical Specialists Responsibilities

To ensure that a satisfactory level of QM QA capability is
mai ntai ned in Region 10, the RQW shall be able to request
techni cal assistance fromtechnical specialists within the CEA or
fromother Ofice prograns when special expertise is needed.
These personnel have expertise in specific areas such as: air,
wat er, drinking water |aboratory certification, conpliance
monitoring, field operations, chem stry, mcrobiol ogy, biology,
and data processing. After being requested, through appropriate
managenent, the specialists shall function as part of the RQWP.

The specific duties which shall be assigned to the OEA
Techni cal Specialists are as foll ows:

1. Assist the RQW with technical aspects of QA as related to
their expertise in air, water, toxic substances, hazardous
waste, chem stry, biology, mcrobiology, field operations
and data operations.

2. ldentify QA needs, resolve problens, and answer requests for
gui dance or assistance in their area of expertise.

3. Conduct and/or participate in on-site field and | aboratory
system audits; performance audits; and assist Ofice of
Regi onal Counsel in conducting audits and eval uati ons.

4. Conduct conpliance nonitoring inspections.

5. Carry out Region 10 requirenents for the Drinking Water
Laboratory Certification Program

6. Conduct system and performance eval uations of all special
studi es and SLAMS/ NAMS noni toring networks.

7. Inform RQW of the need for new or inproved nethods.

8. Participate in technical assistance and training of
State/Local, and private | aboratory personnel in EPA
met hods, instrunental, and QA requirenents.

9. Review subordinate's and associ ates' data for QA before
transmttal to the submtter and data system

10. Interact with other Agency prograns on technical problens
particularly as related to QM QA, nethods, instrunmentation
and new prograns.
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C. Reqi onal Program Managers Responsibilities

Regi onal Program Managers are responsi ble for ensuring that
their internal and external nonitoring projects are in accordance
wi th Agency QM policy.

Some of the key responsibilities of Regional Program
Managers are:

1. Establish planning policies to ensure that QM QA matters are
reflected in nonitoring budgets, program plans, grants,
contracts, Interagency Agreenents and operating plans.

2. Participate in the devel opnent of data quality objectives
for nonitoring activities.

3. Review and eval uate internal/external nonitoring QA
i npl ement ati on and progress.

4. Review and eval uate the quality of data generated by
noni tori ng projects.

5. Take corrective action that nay be required by audit
findings. Corrective action shall be handl ed at the | owest
managenent | evel possible. This often should be at the
Project Manager’'s level but if additional resources are
needed then the Program Manager shoul d be invol ved.

6. Spot check Project Manager's QA activities.

7. Report quality problens to the RQW.

8. Ensuring all staff are aware of the requirenments of this
policy.

9. Ensuring staff conply with this policy and EPA Order 5360.1
10. Requesting appropriate training for staff to conply with
this policy.

D. Reqgi onal Proj ect Managers Responsibilities

Regi onal Project Managers (RPMs) who are responsible for
specific nmonitoring projects, shall be held accountable for the
managenent of the project and its ultimte data products.
Therefore, Project Managers have the principal responsibility for
ensuring that project data quality objectives are net. Sone of
the key responsibilities of Project Managers are:
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1. Coordinate the preparation of a QA Project Plan for
appl i cabl e environnental data generation activities and
ensure that the QA Project Plan has received an appropriate
technical review Provide the final approval of the QA
Project Plan prior to the comrencenent of data collection.
Fi nal approval authority of QA Project Plans resides with

t he Regional Project Manager. This revieww !l include a
revi ew and recommendati on on approval or disapproval from
t he RQVWP.

2. Prepare data quality objectives, specifications, and
acceptance criteria for the project.

3. Review evaluate data quality generated from projects.

4. Participate in conducting QA systeni performance audits of
proj ects.

5. Approve external (contractor or grantee prepared) QA
Prograni proj ect plans and submt for RQW
revi ew concurrence.

6. Review evaluate data quality generated from externa
proj ects.

7. Coordinate project oversight through the use of QA
systeni performance audits of project QA activities.

8. Take corrective action that may be required by audit
fi ndi ngs.

9. Report QM QA problens to the RQVP.

5.4 Records Managenent of OM QA Docunents

Oficial file copies of approved QV QA Program Pl ans,
Proj ect Plans, SOPs and applicable Programor Project Specific
QM QA docunents related to all environnental nonitoring prograns
within Region 10 shall be nmintained by the Regi onal Program
O fices. The establishnent and routine use of filing system and
security procedures are the resposibility of the Regional Program
O fices. Applicable QV QA gui dance, requirenents docunents and
agency orders pertaining to QW QA activities will be maintained
and distributed by the RQW. The RQW (through the Custoner
Service Ofice or CSO also tracks and mai ntai ns docunents
related to the status of environnental data collection projects
that are schedul ed through the CSO. In addition, the RQW
mai nt ai ns Regi onal copies of technical Statenents of Wrk, Users
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Qui des and Validation Procedures relevant to Superfunds Contract
Laboratory Program (CLP) through the CLP techical project officer
(TPO .

5.5 Conput er Hardware and Software

The Regi on 10 Senior Information Resources Managenent
Oficial SIRM), located within the Ofice of Managenent, is
responsi bl e for managi ng the hardware, software, and
conmmruni cati ons conponents for the Region in accordance with
Agency hardware and software standards. In conjunction with this
effort, the SIRMO has devel oped and adopted the foll ow ng
gui dance and policies for Region 10 (attached as Appendix Q.

. Regi on 10 Security Policy
. Region 10 El ectronic File Managenent Gui dance
. Gui del ines and Protocol for sending, receiving and using

El ectronic I nformation

5.6 Communi cati on/ Reporting/ Wrk Pl an

The purpose of conmunications is to ensure that staff
personnel in different nonitoring prograns can effectively
devel op and i npl ement prograns; performactivities; and resol ve
problens. One responsibility, of the QM Program is to
facilitate communi cations through the establishnent of guidance
docunents and the issuance of procedures. QAMS shall be
consi dered, by the Region, as the Agency's environnental
monitoring QM QA cl earinghouse. As such, all QM QA itens of
interest or need to the Region, shall be provided by QAMS to the
RQW. Regional needs shall be forwarded, by the RQW, to QAMS
for review and action. The RQW shall exchange QM QA i nformation
with the QM Managers of: NERL's, EPA Laboratories, and Head-
quarters' Program O fi ces.

The RQWP shall exchange information with Regi onal Program
Managers, Regional Project Managers, CEA Technical Specialists,
and State QA Oficers. The State QA Oficers shall comrunicate
Wi th appropriate state environnental nonitoring personnel, |ocal
Agencies' QA Oficers, and industrial QA Oficers.

By Cctober 1 of each year, the RQW shall submt a QM Status
Report and Wbrk/ Audit plan to Regi onal Managenent and to the
Director of QAMS. This report shall reflect the inplenmentation
status of the Region 10 QM Program The Wirk Pl an shall descri be
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all planned QM activities for the fiscal year beginning in
Cctober. The Audit Plan shall describe specific audits and audit
responsibilities.

The QM Report/Wrk Plan shall contain at |east the foll ow ng
types of information:

1. Inplenmentation Status of Regional QM Program

2. Revisions to Regional QM Program Pl an.

3. Significant QM QA rel ated needs; i.e., new policies, changes
to existing policies, guidance docunents, audit protocols,
etc.

4. Data Quality Qnbjectives.

5. Status of QA Prograni Projects and Standard Operati ng
Pr ocedur es.

6. Audits
7. Resources
8. Training
In addition to the regular comuni cati on/reporting

activities described above, the RQVW shall participate in QAMS QM
Annual Managenent/ Techni cal neeti ngs.

5.7 OM Program Operation/ Revi ew

Ef fecti ve managenent of a data collection programrequires
periodi c assessnent of the quality of data being obtained to
establish a basis for corrective action, which my be needed. To
ensure that this assessnent occurs, all environnental nonitoring
pl anned or conducted wthin the Region shall have an associ at ed
QA Project Plan, as required by EPA Order 5360.1. The QAPj P nust
be approved prior to the start of data collection and/or before
| aboratory arrangenents are finalized. The RQW can assist the
prograns in the review of the QAPj Ps and provi de a recomrendati on
on the approval /di sapproval of the plans(Figure 2).

Specifically, the QA Project Plan shall ensure that:

1. The level of needed data quality should be determ ned and
stated before the data collection effort begins.
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2. Al environnental data generated and processed shall be of
the quality and integrity established by each QA Project
Pl an.

Oversight of the data generation activities in Region 10
shall be tailored to the nature of the activity and the
associ at ed managenent and adm nistrative system Wthin the
Regi on, QA operations and overview fall into three categories: 1)
internal (data generation prograns designed and operated by
Regi onal EPA staff); 2) grants and cooperative agreenents (data
generation under programgrants, etc.); and 3) contracts and
i nteragency and other formal agreenents (special contract
studi es, USGS, NOAA work, etc.). A brief description of QA
operations and revi ew procedures in each of these categories
fol |l ows:

A Internal QA Qperation (item1)

Program Manager s/ Proj ect Managers shall be responsible for
preparing, review and approval of QA Project plans prior to data
collection. The RQW will be available to assist in the
devel opnment of QA Project Plans and shall review and provide a
recommendati on of their approval/di sapproval. The RQW shal
review and eval uate the inplenentation of selected plans during
t he operational phase of the nonitoring activity. Wthin
resource constraints, selection of projects will depend on the
followng criteria: projects supporting litigation, high
visibility projects, and requests from Project Managers. Upon
conpletion of the nonitoring activity, the Program
Manager/ Proj ect Manager, etc. shall assess the actual performance
of the planned activities and subsequent results. The final
project report shall contain the results of this assessnent.
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Figure 2. QA Program Project Plan Preparation, Approval, and Overview.
(Approval and Overview occurs in the reverse direction indicated for QAPP
subm ssion.)
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B. OM OQperations for Contracts and | nteragency and Formali zed
Agreenents (itens 2 and 3)

The originating Program O fice shall notify the RQW of al
contracts and interagency/formalized agreenments during the
pl anni ng phase. The RQW shall ensure that all requests for
proposal s shall contain an acceptabl e description of the QA
requi renents prior to advertisenent. The Program Ofice shal
ensure that QA Program Project Plans are acceptable prior to
awar di ng of the contract or interagency/formalized agreenent. QA
Prograni Project Plans shall be reviewed and approved by the OM
Program Manager/ Proj ect Manager. The RQW shall provide
assistance in the review of QA Project Plans and provide
recommendati ons on their approval /di sapproval. The Program
Manager/ Proj ect Manager shall review and eval uate the use of
these Plans. Upon conpletion of the nonitoring activities, the
Program Manager/ Proj ect Manager shall assess the actual
performance of the planned activity and subsequent results.

The RQVP Manager nust review the QA conponent of al

regi onal contracts, |AGs, SEAs, that involve environnmental data
collection activities and concur on their approval.

5.8 Program Eval uati on

Audits are the principal nmeans in Region 10's QM Programto
determ ne conpliance with established QA Prograni Project Plans.
Different types of audits are used to verify that neasurenent
systens are operating properly; to assess whether data quality
information i s adequately docunented; and to eval uate the
managenent of QA progranms. The RQWP has the primary
responsibility for conducting audits, and has the authority to
del egate certain audit functions to various Technical Specialists
wi t hi n OEA.

The Agency's QM Program requires that an adequate |evel of
auditing be perfornmed in all EPA prograns involving the
collection of environnental data. Toward this end, Region 10
shal |l prepare and submt, along with the annual Report, a
Regi onal Audit Program Plan. This Audit plan shall describe the
scope, schedule, and types of audits to be conducted in Region 10
during the fiscal year. The choice and type of audit shall be
based on applicabl e regul ati ons, program gui dance, energency
requi renents, and resource constraints.

Four specific types of audits will be used at appropriate
times by Region 10 to determ ne the status of neasurenent
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systens; the adequacy of the data collection systens; the

conpl eteness of docunentation of data collection activities; and
the abilities of program managenent to neet nandated data
collection and data quality objectives. These four audit types
are respectively: performance audits, technical system audits,
data quality systemaudits, and managenent system audits.

Each type of audit is described bel ow

1. Performance Audits: Qualitative audits in which data are
i ndependent|y obtained for conparison with routinely
obt ai ned data in a neasurenent system

2. Technical System Audits: Qualitative audits that shal
i nclude, on-site evaluation of the QA system and physica
facilities for sanpling and anal ysis.

3. Data System Audits: Quantitative audits in which neasurenent
data are reviewed and eval uated follow ng collection, to
determ ne confornmance to data quality objectives and data
reducti on net hods.

4. Managenent System Audits: Qualitative audits to assess the
ability of nonitoring program managers to inplenent and
conduct an effective QM QA program

A description of specific audits and audit responsibilities
shall be presented in the Region 10 QM Audit Program Pl an. Audit
procedures are described in Appendix E. Wthout exception, al
audits shall be conducted by senior EPA technical specialists;
who are famliar with the technical and procedural requirenents
of field and | aboratory operations and applicabl e sanpling QA
Project Plans. Non-EPA specialists shall not be used to | ead
audi ts.

The results of system and perfornmance audits shall be
docunented by the auditor(s) for presenting a visual picture of
the performance of the program to see if the m ninum
requi renents of the Agency's QM program are being nmet. |f not,
deviations will be identified and reconmmendati ons nade for
corrective action. If corrections are not nmade, recomendations
will be made to the appropriate program nmanager for action (i.e.
wi t hhol di ng grants or contract funds, etc.).

5.9 Resources
Thr ough wor kl oad nodel s, Headquarters recomrends fundi ng

levels for QM activities in each of the nonitoring prograns. The
CEA Director, the RQW, and the individual program managers
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jointly determne the | evel of resources that need to be
allocated to the OEA, to ensure program conpliance with QM

obj ectives. Region 10 Program Managers all ocate the enabling QM
resources to the OEA Director. The OEA Director, in turn,

di stributes these QM resources within the OEA. Sone portion is
dedi cated to the continuing support of the RQW, with the bal ance
distributed to the units responsible for providing technical
support to the respective prograns. The anmount and distribution
of QM resources, in the Region, is not static, but a dynamc
function of the changi ng enphases of Agency nonitoring prograns.
Therefore, resources allocated to the QM Program for each fiscal
year, shall be explicitly identified in the annual QM work pl an.

6.0 CONCEPTS AND CONSI DERATI ONS OF QUALI TY ASSURANCE PROJECT
PLANS

Envi ronnment al -rel ated neasurenent activities include: al
field and | aboratory investigations which generate data; and the
data processing functions which include data storage, retrieval,
and analysis. QA Project Plans shall be devel oped and
i npl enented for all environnental nonitoring activities, so that
all data generated and processed shall be of acceptable and
docunented quality.

6.1 Quality Assurance Project Plan Contents

The QA Project Plan (QAPj P) docunents the data quality
obj ectives (DQOs) (acceptance criteria) for a project; identifies
the critical nmeasurenents to be perforned; and di scusses the QA
activities to be conducted during the sanpling, analytical, and
val i dati on phases of the project. Al QA Project Plans shal
adhere to QAMS-005/80 (Appendix B); Region 10's Program Specific
QA Project Plan Quidance Manual s (Appendi x C); Headquarters' QA
Proj ect Pl an Gui dance Docunents (Appendi x D); and/or Laboratory
QA Plan Cuidance (Appendix F). Region 10's QA Manual s are
designed to provide explicit guidance for the devel opnment of
conpr ehensi ve Program Specific QA Project Plans. These manual s
wi |l aid Program Managers/ Project Managers by advi sing them of
quantitative limts of data quality associated with avail able
met hodol ogi es. This shall not relieve them of the sonetines
difficult task of establishing individual project DQ0s. These
gui dances and the RQW will assist them by inform ng them of
data quality limts achi evabl e through the various nethodol ogi es.

The QA Project Plan shall contain the follow ng types of
i nformati on:
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Title Page, with provision for approval signatures
Tabl e of Contents (nore than 5 pages)

Proj ect Description

Project Organization and Responsibilities

(bj ectives for Measurenent Data

Sanpl i ng Procedures

Sanpl e Cust ody and Docunentation

© N o 0 A w0 Bd

Cali bration Procedures and Frequency; and Preventive
Mai nt enance

9. Anal ytical Procedures

10. Data Reduction, Validation, and Reporting
11. Internal Quality Control Checks

12. Performance and System Audits

13. Specific Routine Procedures Used to Assess Data Precision,
Accuracy, Conpl eteness, Representativeness, and
Conparability.

14. Corrective Action
15. Quality Assurance Reports to Managenent

16. Safety (if applicable)

Region 10 QM policy requires that all Regional nonitoring
projects nust have an approved QA Project Plan prior to data
col l ection and/or before the scheduling of |aboratory space. The
RQW shall review all QA Project Plans and concur on approval of
final plans. Upon request, the OEA Technical Specialists shal
peer review all QA Project Plans within their area of expertise.
The QAMS and Headquarters' prograns are expected to provide
gui dance and assistance to the RQW on the preparation of project
pl ans; either through witten docunentation, workshops, or on an
i ndi vi dual consultation basis.
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6.2 Data Quality Objectives

Data Quality Objectives (DQ0s) are conprised of qualitative
and quantitative statenents devel oped to ensure that data of
known and appropriate quality are obtained, to support specific
deci sions or regulatory actions. Over the years, EPA has refined
the primary tool used to derive project specifc DQ0s. This is
known as the DQO Process. The RQW encourages the use of the DQO
process through EPAs gui dance docunents: (Quidance for the Data
Quality Objectives Process (InterimFinal), EPA Q¥ G4, July 1994
and Data Quality Cbjectives Process for Superfund (Interim Final
Gui dance), EPA 540-R-93-071, Septenber 1993. In short, the DQO
process is conprised of the follow ng steps:

. Clarify the study objective
. Define the nost appropriate type of data to coll ect
. Determ ne the nost appropriate conditions fromwhich to

coll ect the data

. Specify tolerable [imts on decision error (determ ning an
acceptabl e Il evel of both false positive and fal se negative
error rates for sanple design, collection and anal ysis)
which will be used as the basis for establishing the
quantity and quality of data needed to support the decision.

Because the DQO process requires an up-front planning with
t he project decision nmakers and stakehol ders (e.g., data users,
field and | aboratory personnel, risk assessors, hydrogeol ogi sts,
QA specialists, nodeling experts, etc..) the OCEA has devel oped an
organi zati onal | y based project planning process designed to
conplinment the DQO process for internal Regional use. This
docunent (attached in Appendix G outlines the: 1) team approach
to project planning, 2) roles and responsibilities of team
menbers, 3) the use of scoping neetings, 4) devel opnent and
i npl enentation of Work Plans and QA Pl ans, and 5) conmmuni cation
processes between team nenbers and deci si on nmakers.

6.3 Laboratory Quality Assurance Plan Contents

The Laboratory QA Plan shall contain the follow ng types of
i nformati on:

1. Title Page

2. Table of Contents
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Qual ity Assurance Policy Statenent

Corporate Ethics Policy on Waste, Fraud, and Abuse
Qual ity Assurance Managenent

Adm ni strative Organi zation

Personnel Qualifications

Facility Description and Capital Equi pnment

© 0o N o o O

Preventive Mi ntenance

10. Corrective Action

11. Laboratory Evaluation and Audits

12. Quality Assurance Reports to Managenent

13. Lab Docunentation and Forns

14. Sub-Contracting of Services

15. Standard Operating Procedures

16. Laboratory Personnel Training Record

It is highly reconmended that a copy of the Laboratory QA

Pl an be obtai ned and reviewed, to determ ne | aboratory
capabilities and QC procedures, prior to the awardi ng or

arrangenment of any |aboratory services. The RQW can provide
assistance in review ng Laboratory QA Pl ans.

6.4 Standard Operating Procedures

St andard Operating Procedures (SOPS) are docunented nethods
for performng certain routine or repetitive tasks. These tasks
frequently invol ve such operations as sanpling, sanple tracking,
anal ysis, instrument or method calibrations, preventive and
corrective mai ntenance, internal quality control, and data
reduction and analysis. The SOPs shall be prepared in docunent
control format by the user, as required, and shall be maintained
on permanent file by the SOP user and the RQW. The follow ng
are considerations involved in the devel opnent and utilization of
St andard Operating Procedures.
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St andard Operating Procedures Obhjectives

Adequate to establish traceability to standards,
i nstrument ation, sanples, and environnental data.

Sinple, so a user with basic education, experience, and/or
training can properly use them

Conpl et e enough so the user/reader can follow the directions
in a step-wi se manner through the sanpling, analysis, and
dat a- handl i ng processes.

Consi stent with sound scientific/engineering principles.
Consi stent with current EPA regul ations and gui del i nes.
Consistent with the instrunment manufacturers' specific

i nstruction manual s.

Benefits of Standard Operating Procedures

Record the performance of all tasks and their results.
Expl ain the cause for m ssing data.

Denonstrate the validation of data each tine they are
recorded, calculated, or transcri bed.

ltens to be Addressed in Standard Operating Procedures

General network design.
Specific sanpling-site sel ection.
Sanpling and anal yti cal nethodol ogy.

Probes, collection devices, storage containers, and sanple
addi tives, such as preservatives.

Speci al precautions, such as holding tinmes and protection
fromheat, light, reactivity, and conbustibility.

Federal reference, equivalent, and alternate test
pr ocedur es.

| nstrunent ati on sel ecti on and use.
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8. Calibration and standardi zati on.
9. Preventive and renedi al mai nt enance.
10. Duplicate, spiked, blank sanples and anal ysis.

11. Quality control procedures such as inter-, and intra-field
| aboratory activities.

12. Docunentation, sanple custody, transportation, and handling
pr ocedur es.

13. Safety.
14. Data handling and assessnent procedures.

15. Precision, accuracy, conpleteness, representativeness, and
conparability.

16. Service contracts.

17. Docunent control.

Al'l environnental nonitoring shall neet established EPA
regul ati ons and gui delines and Region 10 SOPs. Devi ations shal
be justified and docunented. The degree of adherence to the
approved SOPs shall be determ ned during the systens audits.
SOPs shall be revised by the user and approved by the user's
supervisor. As appropriate, these SOPs may be reviewed by the

RQWP.

Agency contractors shall be responsible for devel opi ng
appropriate SOPs for repetitive work they performfor the Agency.
Agency contractors shall be responsible for the quality of their
wor k when using their SOPs. These SOPs, if appropriately
witten can be used to supplenment a QA Plan, but SOPs cannot be
used in lieu of an approved QA Pl an

6.5 Data Processing and Verification

Dat a processing includes collection, validation, storage,
transfers, and reduction. Precautions shall be taken each tine
the data are reduced, recorded, calculated, and transcribed to
prevent the introduction of errors and the |oss of information.

~As our reliance on conputers increases, consideration should
be given to the transmttal and storage of data in an electronic
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(digital) format. Most data systens and users have specific

el ectronic data format requirenents. Because of this
variability, electronic transmttal and storage of dat will have
to be addressed on a project or programspecific basis, which is
beyond the scope of this docunent.

The data processing requirenents are detailed as foll ows:

A. Collection - Each QA Project Plan shall address the checks
whi ch must be used to avoid errors in the data coll ection
process.

B. Validation - Data validation is defined as, "the process by
whi ch data are accepted or rejected based on a set of
criteria." Since this aspect of QA may include various
forms of manual or conputerized checks, criteria for data
validation shall be specified in each QA Project Plan.

C. Storage - Each QA Project Plan shall indicate how specific
types of data will be stored.

D. Transfers - Each QA Project Plan shall describe procedures
which will be used to ensure that data transfers are
error-free, and that no information is lost in the transfer.
Data transfer steps contained in each QA Project Plan shal
be kept to a m ni num

E. Reduction - Each QA Project Plan shall contain procedures
for ensuring the correctness of data reduction processes.
Data reduction includes, all processes which change either
the formof expression or quantity of data itens. It is
distinct fromdata transfer in that it entails a reduction
in the size (or dinensionality) of the data set. The QA
Project Plan nust identify the processes used to obtain the
reduced data set.

Each QA Project Plan shall describe procedures for verifying
t he accuracy of the data reduction process.

6.6 Data Quality Assessnent

The quality of all environnental data generated and
processed shall be assessed for: accuracy, precision,
conpl eteness, conparability and representativeness, based upon
the QA Project Plans. The data assessnent requirenents are
detailed as foll ows:
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Accur acy

Each QA Project Plan shall contain a nmechanismwhich wll

denonstrate that the reported data are favorably conparable to
the true value(s). Exanples of activities to assess accuracy

ar e:

1

Traceability of Instrunentation - Each neasurenent device
shal | be assigned a unique identification nunber.
Docunentation shall identify the specific neasurenent

devi ce; where and when used; maintenance perforned; and the
equi pnent and standards used for calibration.

Traceability of Standards - Each standard and each

measur enent devi ce shall be conpared against a standard of
known and hi gher accuracy (where possible). Al calibration
standards shall be traceable to available National Institute
of Standards and Technology (NIST). If N ST standards are
not avail abl e, other docunented primary standards shall be
used.

Traceability of Sanples - Each sanple shall be assigned a
uni que identification nunber (laboratory No.).

Docunent ati on should identify sanpling time, place, sanplers
name and action taken on each sanple.

Traceability of Data - Data shall be docunented to all ow
conpl ete reconstruction, frominitial field records through
data storage systemretrieval

Met hodol ogy - |If avail able, Federal reference, equivalent,
or approved alternate test nethods of known accuracy shal
be used. For very critical work, it is recommended, in
Region 10 at |east, that two i ndependent anal ytical nethods
be used to check for accuracy.

Ref erence or Spi ked Sanpl es - Recoveries shall be within
predet erm ned acceptance limts.

Performance Eval uation - Each environnental nonitoring
program shall continually participate in the EPA Nati onal
and Regi onal Performance Eval uati on Prograns.

Pr eci si on

Each QA Project Plan shall contain a nmechanismwhich wll

denonstrate the reproducibility of the measurenent process.
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Exanpl es of activities to assess precision are:

1. Replicate Sanples - Replicate sanple data shall be within
predeterm ned acceptance limts.

2. Collocated Sanples - Sanple data from coll ocated sanpling
points or nonitors shall be wi thin predeterm ned acceptance
[imts.

3. Inter-/Intra-Laboratory Testing - Sanple data from
i ndependent studies shall be within predeterm ned acceptance
[imts.

4. Instrunmental Checks - Each neasurenent device shall have
routi ne checks perfornmed to denonstrate that variables are
wWithin predetermned imts. Exanples of these include:

4 Zero and span ¢ Flow rate
4 Noi se levels 4 Pressure rate
¢ Drift ¢ Linearity

C. Conpl et eness

Each QA Project Plan shall identify the quantity of data
needed to support a planning or enforcenent action. Conpleteness
shal |l take into consideration the potential for environmental
change with respect to tine and tim ng.

D. Conparability

Each QA project plan shall contain procedures to assure the
conparability of data. Exanples are:

1. Consistency of reporting units.
2. Standardi zed siting, sanpling, and anal ysis.

3. Standardi zed data format.

E. Repr esent ati veness

Each QA Project Plan shall contain procedures to ensure that
all sanples collected, are as accurate and preci se as possible
and represent the nedi a sanpl ed.
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Exanpl es of activities to assess representati veness are:

1. Site Purpose - Each sanpling site shall have a preidentified
and docunent ed purpose.

2. Site Description - Each sanpling site shall be specifically
identified by location and by suitability to neet the pre-
identified purpose.

3. Site Photo Docunentation - Each sanpling site should be
phot ographed from each of the four mmjor conpass directions
when possi bl e.

4. Sanmpling Conditions - The conditions under which each sanple
was coll ected shall be described. Conditions include such

itens as:
4 Stream fl ow and honbgeneity 4 Tenperature
¢ Wnd speed and direction 4 Baronetric pressure

6.7 Corrective Action

Each QA Project Plan shall include, provisions for witten
requi renents establishing and mai ntaining QM reporting or
f eedback channels to the managenent responsible, to ensure that
early and effective corrective action can be taken when data
quality falls outside established data quality objectives
(acceptance criteria). Each QA Project Plan shall also include,
provi sions to keep responsi bl e managenent infornmed of the
performance of all data collection systens. Each QA Project Plan
shal | describe the nechanisn(s) to be used when corrective
actions are necessary. Corrective action shall relate to the
overall QA managenent schene: who is responsible for taking
corrective actions; when are corrective actions to be taken; and
who follows-up to see that corrective actions have been taken and
that they have produced the desired results?

7.0 TRAI NI NG

Each nonitoring program manager shall ensure that al
personnel perform ng tasks and functions related to data quality
shal | have the needed education, training, and experience. This
i ncl udes | aboratory technicians, analysts, mnaintenance
techni ci ans, supervisors, principal investigators, statisticians,
proj ect managers, and Regional QM staff. Training needs shall be
identified during performance eval uati ons and through career
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devel opnent plans. The RQVP devel ops and provi des QV QA gui dance
manual s and identifies QW QA trai ning courses. Training needs
are not static, but are a dynam c function of program

requi renents. Therefore, training needs shall be addressed in

t he Region's Annual QM Report/Wrk Plan. The Report/ Wrk Plan
shall be submtted annually to the Director of QAMS for approval.

8.0 | MPLEMENTATI ON REQUI REMENTS AND SCHEDULE

| npl enent ati on of the Agency's mandatory QM Program requires
that each major mlestone be identified and schedul ed for
acconplishnment. Major National/Regional mlestones shall be
identified, schedul ed, and progress reported in the Region's
Annual QM Report/Wrk Plan. The Report/Wrk Plan shall be
submtted annually to the Director of QAMS for approval.
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APPENDI X A - EPA Order 5360.1 Mandatory Quality Assurance



UNI TED STATES ENVI RONMENTAL PROTECTI ON AGENCY
WASHI NGTON, D. C. 20460

APR 17 1984

O fice of
The Admi ni strator

Menor andum

SUBJECT: EPA Order 5360.1, "Policy and Program Requirenments to
| npl enment the Quality Assurance Progrant

FROM Alvin L. Alm
Deputy Adm ni strator

TGO Addr essees

One of ny major goals is to ensure that all decisions by EPA
can be supported by a sound data base. An inportant step toward
achieving this objective is to require that quality assurance
becone an integral part of all data collection activities.
Quality assurance is the total integrated programfor assuring
the reliability of environnmental measurenents and consists of
mul ti ple steps undertaken to ensure that all acquired data are
suitable for the user's intended purpose. Two of the major steps
are: the user nust first specify the quality of data he needs;
then the degree of quality control necessary to assure that the
resultant data satisfies his specifications nust be determ ned.
Central to this process is assuring that the data is of known
quality. The quality of data is known when all conponents
associated with its derivation are thoroughly docunented, such
docunent ati on being verifiable and defensi bl e.

In order to establish quality assurance solidly in all data
collection activities, the inportant step of issuing this order
on quality assurance is being taken. The inplenentation of the
elements in this order will require dedication and hard work by
the Quality Assurance Managenent and Special Studies Staff, by
gual ity assurance officers throughout the Agency, and by senior
managenent. This order identifies the goals, objectives, and
general responsibilities of each programarea. To carry out the
order, specific policy and technical guidance materials need to
be prepared. | will be follow ng that progress.

The attached order reflects ny commtnent to the Agency's QA
program and to the pronotion of good science in all EPA
noni toring and neasurenent activities. Therefore, | expect that
each of you work cooperatively to ensure that the appropriate
| evel of quality assurance is enbedded in all data collection



undertaken by or for the Agency.



EPA ORDER 5360. 1
APR 3 1984

POLI CY AND PROGRAM REQUI REMENTS
TO | MPLEMENT THE MANDATORY QUALI TY ASSURANCE PROGRAM

1. PURPOSE. This Order establishes policy and program
requi renents for the conduct of quality assurance (QA) for
all environnentally rel ated neasurenents perfornmed by or for
this Agency.

2. BACKGROUND. Agency policy requires participation in a
central ly managed QA program by all EPA organi zational units
supporting environnental ly rel ated neasurenents. Under
Del egation of Authority 1-41, "Mandatory Quality Assurance
Progrant (dated 4/1/81), the Ofice of Research and
Devel opnent (ORD) is the focal point in the Agency for
qual ity assurance policy and is responsi ble for devel opi ng
QA requirenents and overseei ng Agencyw de i npl enentation of
the QA program ORD established the Quality Assurance
Managenent and Special Studies Staff (QAMSS) to serve as the
central managenent authority for this program The QAMSS
activities involve the devel opnent of policies and
procedures; coordination for and direction of the
i npl enentation of the Agency QA prograny and review,
eval uation, and audit of program activities involving
environnental nonitoring and other types of data generation.

The Agency QA program enbraces nmany functions incl uding:
establishing QA policy and guidelines for devel opnent of
program and project operational plans; establishing criteria
and gui delines for assessing data quality; serving as a QA
information focal point; auditing to ascertain effectiveness
of QA inplenentation; and identifying and devel opi ng QA
trai ni ng prograns.

3. GOALS AND POLICY. The primary goal of the QA programis to
ensure that all environnentally rel ated neasurenents
supported by the EPA produce data of known quality. The
quality of data is known when all conponents associated with
its derivation are thoroughly docunented, such docunentation
being verifiable and defensible. It shall be the policy of
all EPA organi zational units to ensure that data
representing environnentally rel ated nmeasurenents are of
known quality. Decisions by managenent rest on the quality
of environnental data; therefore, program managers shall be
responsi ble for: 1) specifying the quality of the data
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required fromenvironnentally rel ated neasurenents and 2)
providing sufficient resources to assure that an adequate
level of QA is perforned. Al routine or planned projects
or tasks involving environnentally rel ated neasurenents
shal |l be undertaken with an adequate QA project plan that
specifies data quality goals acceptable to the data user and
assigns responsibility for achieving these goals.

In discharging its responsibility for inplenenting the
Agency- Mandated Qual ity Assurance Program the ORD/ QAMSS
wll strive for consensus by submtting for review proposed
policies and procedures to affected programoffices and
regions. Responsibility for adjudication of unresolved

i ssues, wth respect to the above and QAMSS conduct ed
audits, will be at the |l owest |level of authority consistent
with the scope of the issues. The QAMSS will refer issues
whi ch remai n unresol ved at |ower |evels of authority to the
AA/ ORD for decision, after consultation wth the appropriate
AA or RA

The follow ng activities are basic to the inplenentation of the
QA program

a. Preparati on and annual update of a QA program pl an
based on gui delines established by QAMSS.

b. Devel openment of a QA project plan for all projects and
tasks involving environnentally reel ated neaurenents in
accordance with guidelines established by QAMSS.

C. Assuring inplenentation of QA for all contracts and
financi al assistance involving environnentally realted
measurenents, as specified in applicable EPA
regual tions, including subcontracts and subagreenents.

d. Conducting audits (system performance eval uations,
data quality, bench, etc.) on a schedul ed basis of
organi zational units and projects involving environ-
mental |y rel ated nmeasurenents.

e. Devel opi ng and adopting technical guidelines for
estimating data quality in terns of precision
(variability), bias (accuracy), representativeness,
conpl eteness and conparability, as appropriate, and
incorporating data quality requirenents in all projects
and tasks involving environnentally rel ated
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(7) Serve as the Agency QA information focal point.

(8) Devel op generic training program based on

percei ved needs, for all |evels of managenent to assure
that QA responsibilities and requirenents are
understood at every stage of project inplenentation.

(9) Ensure that all ORD investigations involving data
collection are covered by an acceptable QA plan with
resources adequate to acconplish program objectives.

(10) Ensure that deficiencies highlighted in review of
ORD program plans or in audits of ORD conponents are
appropriately addressed.

b. I n accordance with policies and procedures established
by AA/ORD, National Program Managers shall:

(1) Ensure that QA is an identifiable activity with
associ ated resources adequate to acconplish program
goal s in the devel opnment and execution of all projects
and tasks, both intranmural and extranural, involving
environnmental ly rel ated nmeasurenents.

(2) Ensure that appropriate QA criteria are included in
operati ng gui dance.

(3) Establish data quality acceptance criteria for al
projects and tasks conducted by the programoffice.

(4) Ensure that an adequate degree of auditing is
performed to determ ne conpliance with QA requirenents.

(5) Ensure that deficiencies highlighted in audits are
appropriately addressed.

(6) Ensure that all projects and tasks involving
environmental |y rel ated nmeasurenents are covered by an
acceptable CA project plan and that the plan is

i mpl ement ed.

(7) Identify programspecific QA training needs and
provide for the required QA training.

C. In accordance with policies and procedures established
by AA/ORD, Regi onal Adm nistrators shall
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measur enent s.

Est abl i shi ng achi evable data quality limts for nethods
cited in regul ations based on results of nethods
evaluations arising fromthe nethods standardi zation
process, e.g., ASTM Standard D2777-77.

| npl enent ati on of corrective actions, based on audit
results, and for incorporating this process into the
managenent accountability system

Provision for appropriate training based on perceived
needs, for all levels of QA managenent, to assure that
QA responsibilities and requirenents are understood at
every stage of project inplenmentation.

4. RESPONSI BI LI TI ES.

a.

In conformty with the oversight responsibility for the
mandatory QA program the AA/ORD shall

(1) Establish Agency policies and procedures for
i npl ementing the mandatory QA program

(2) Provide guidance for determ ning precision, bias,
representativeness, conpleteness, and conparability of
dat a.

(3) Review QA Program Pl ans from Agency conponents
involved in environnentally rel ated neasurenents.

(4) Conduct QA audits of all organizational units
supporting environnental ly rel ated neasurenents based
on established audit criteria and procedures.

(5) Recommend corrective actions, based on audit
results, for inclusion in the nmanagenent accountability
system

(6) Establish achievable data quality limts for

nmet hods provided by ORD for citation in regul ations,
based on results of nethods evaluations arising from

t he met hods standardi zati on process, e.g., ASTM
Standard D2777-77, to help project officers define data
qual ity goal s.
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(c) Environnentally Related Measurenent. Any |aboratory or
field data gathering activity or investigation involving the
determ nation of chem cal, physical, or biological factors
related to the environnent.

The follow ng are representative exanpl es of
environnmental ly rel ated nmeasurenents. Data collection or
i nvestigation of chem cal, physical, or biological factors
for determ nation of:

(1) pollutant concentrations fromsources, in the anbient
envi ronnment, or pollutant transport and fate;

(2) response of organisns to pollutants;

(3) the effects of pollutants on hunman health and on the
envi ronnent ;

(4) risk/benefit analysis;
(5) environnental or econon c inpact.

(6) the environnental inpact of cultural and natural
processes;

(7) pollutant levels, exposure levels, etc., used in
nodel i ng.

(d) Oganizational Unit. Any admnistrative entity
(national programoffice, regional office, ORD or NEIC
| aboratory) which engages in environnentally rel ated
measur enments.

(e) Project. An organized undertaking or specified unit of
i nvestigation involving environnental ly rel ated
measur enent s.

(f) Quality Assurance. The total integrated programfor
assuring the reliability of semtoring and neasurenent data.

(g) Verifiable. The ability to prove or substantiate any
claimor result related to the docunented record.

6. ADDI TI ONAL REFERENCE. This Order wll be anplified by a
detailed inplenetation plan.
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Howard M Messner

Assi stant Adm ni strator
Ofice of Adm nistrati on and
Resour ces Managenent
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APPENDI X B - Interim Guidelines and Specifications for
Preparing Quality Assurance Project Plans
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APPENDI X C - Regi onal Program Specific Quality Assurance
Proj ect Pl an Gui dance Manual s
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APPENDI X D - Headquarters Program Specific Quality Assurance
Proj ect Pl an Gui dance Docunents
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APPENDI X E - National / Regi onal Audit Procedures
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APPENDI X F - Laboratory Quality Assurance Plan Gui dance
Docunent s
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APPENDI X G - Rel at ed Regi onal Program Specific Docunents



PROJECT PLANNING - A PROCESS

BACKGROUND

The Off ice of Environmental Assessment (OEA) has a powerful array of technical experts
in the areas of quality assurance, laboratory analysis, ecological and health risk assessments, field
monitoring, modeling, facility inspections, engineering data management, GIS applications,
economics and data interpretation.

The OEA Management Team recently conducted a review of OEA's organization
effectivenessin an effort to identify impediments to the overall effectiveness of the office. These
included: 1) the need f or a strategic - planning process, 2) early and continued involvement of
key technical and management personnel in project planning; 3) confusion over roles and
responsibilities and 4) lack of a clear decision-making process.

The balance of this document addresses the project planning issue and roles and
responsibilities associated with project planning. While strategic planning will be addressed in a
separate document, it should be noted that an effective strategic planning process will play an
important role in addressing project planning issues. Attached isasimplified flow diagram
depicting a potential project planning process.

PROJECT PLANNING

Team Approach - The new regional organization disperses responsibility for the Region's
programs across severa offices, many without a single, mediafocus. Successful project
managers will assemble teams of relevant expertise from all affected off ices. Team members may
be more or less active at various stages of the project but should remain informed and involved.
The team approach is characterized by frequent communications between team members and
frequent meetings of the team and any designated subsets. In addition to insuring that the project
remains focussed, frequent interaction between team members insures that roles and
responsibilities remain clear.

Decison-making - Historicaly, one of the magjor conflicts between ESD (and to alesser degree
ORC) and some program offices centered on the way and degree science and legal input was used
by the program in the project planning and decision making processes. That the program should
make programmeatic decisions has never been in dispute, only the process by which the relevant
factors, specifically science and legal considerations, have been factored into the project planning
and decision making process. The team approach will go along way toward involving relevant
expertise and defining issues and options. However, successful project planning will also require
a clear decision-making process with a recognized mechanism for resolving disputes.

ROLESAND RESPONSIBILITIES




Successful teams are those which function in a setting characterized by honesty, respect
and candor. Everyone's views are encouraged, solicited, and honored. The only agenda pursued
by team membersisthe project. Above al, the successful team communicates often and well.

Roles by Function

Team Leader - The team leader has a mgjor leadership role in the conduct of the business of the
team. The team leader would most often be the program representative initiating the project.
This person would be responsible for initially deciding the general composition of the team and
calling the first meeting. The team leader would evaluate team exchanges to insure that team
ruleswere followed. Thisindividual also has particular responsibility for keeping team members
well informed throughout the life of the project.

Team M embers - Each team member has the responsibility to insure that team rules are
followed. They have the obligation to participate and be interested throughout the life of the
project. Team members must understand how their work fits into the overall project and be
committed to its success. They must avoid programmatic or discipline parochialism and work for
the result that best protects the public interest.

Roles by Discipline

Program Representative(s) - Program representatives will bring to the team the program
requirements for the project. These will be extremely important since the project will have often
been initiated by the program to accomplish a program goal. The program representatives will
help the team understand the scope and objectives of the project and any potentially confounding
implications such as resources, politics, policy, or public concern.

Science Representative(s) - Science representatives may come from several different
organi zations depending on the needed discipline. The scientists responsibility is to provide
objective and relevant scientific input into all phases of the project planning and execution
processes. The scientists will be expected to take a primary role in determining data needs,
evauating data quality and assist the team in understanding the application of the data to the
project parameters.

L egal Representative(s) - Attorney support may be necessary to insure that any action
conseguent to the project is legally defensible. The legal representative should be an active
participant in project deliberations since intimate knowledge of the project might result in an
innovative legal interpretation that yields better project decisions.

Role of the Contractor The availability of contractors provides options in assigning work, an
especialy attractive option given the lack of growth in the federal work force. Irrespective of
their use, the team must rely heavily on relevant EPA staff to insure appropriate oversight of
contractor work. The level of oversight required will he decided on many factors, such as




contractor experience, chances of litigation, and resource limitations. In many cases, contractors
prepare work plans and QA project plans.

PROJECT PLANNING FOR EFFECTIVE DECISION-MAKING

What followsis an outline of a potential project planning process.

. Scoping M eeting - The scoping meeting is a critical step in the project, planning process.
Once the project officer concludes a project approach is appropriate and that the resource
investment will be consistent with Regional priorities, a scoping meeting iscaled. The
project officer must be well prepared for this meeting. He/she must insure that the right
people are present and clearly define the scope and objectives of the project. The
discussion should clarify the objectives where there is some uncertainty or where the
expertise represented at the meeting describes a better objective or a more appropriate
scope. The participants may suggest including additional expertise in the meeting to better
accomplish project goals.

. Work Plan-- The work plan is prepared which describes the work to be done, the
schedule for its accomplishment and who is responsible for the various elements. For
some projects, a Statement of Work (SOW) is prepared for work the contractor is
expected to perform. In both cases, while the author might be the team leader, the team
should be involved in the definition of the major elements of the document. Differences of
opinion regarding the data needs for the project must be resolved before finalizing the
work/QA plan. The project sponsor (probably the team leader) requesting the project will
make a decision on data needs where consensus cannot be reached. Their decision can be
appealed to the decision maker if the person disagreeing with the decision feels the project
would be compromised.

. Work/QA Plan Implementation - When the work/QA plan is endorsed by the team and
finalized, the various processes by which work is accomplished must be activated.
Naturally, the earlier awork process is accessed, the more responsive it can be. For
projects profiting from the science/technical expertise OEA hasto offer, for-example, the
work would be requested through OEA's project/tracking system. This system keys off
the Work/QA plan but reduces the project focus to OEA scale providing a detailing of the
scientific/technical expertise required, a sense of the scope of work expected of OEA, its
relative priority, and deadlines. The same tracking system would pertain whether OEA
was doing the work or reviewing the work of the programs and/or contractors.

. Decision - making - When the relevant information has been collected, the team would
meet to discuss the project in the context of the Regional priority that defined the projects
need. At this point, any differences of opinion between team members would be explored
in detail and hopefully resolved by consensus. The team leader would then forward the



team's recommendation to the decison-maker. |f consensus cannot be reached, the team
leader would forward a recommendation to the decision-maker with a accurate
representation of any substantive disagreements. The decision-maker would evaluate the
recommendation and any outstanding disagreements. The decision-maker may wish to
call ameeting of the team to discuss the recommendation and any outstanding issues. In
any case, if amember of the team disagrees with the recommendation, they can meet with
the decision-maker to discuss their disagreement before the final decision is made. Once
the final decision is made the team is notified of the decision and its basis.

. Communication - Good communication is the responsibility of al team members. If any
team member feels that responsibilities and expectations are-not defined well enough,
he/she should address that issue first with the team leader and/or the entire team.
Similarly, if the basis for a decision is not communicated clearly to any team member, that
individual should take the initiative to seek out the team leader and/or decision-maker, if
needed.

CONCLUSION

The Region is blessed with aremarkable array of talent. Too often, this powerful
capability is neutralized by our failure to apply it effectively. A process that effectively mobilizes
the right people and engages them in an honest and considerate fashion will substantially improve
the quality of many of the Region’s more difficult decisions.
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l. Overview Inportance of Conputer Security

Regi on 10 has nmade a significant investment in the information we
store on our personal conputers, |ocal area networks (LANs) and
the mai nfrane conputer in the National Conputer Center (NCO),
Research Triangle Park, North Carolina. W have spent mllions
of dollars on our conputer hardware in order to establish the
conputi ng envi ronment whi ch exists today and whi ch we have grown
to depend upon to performour jobs. The responsibility to
protect these investnents rests with the users of the computers.
This policy docunent has been prepared to:

a) Describe both regional and national security measures
that need to be taken to ensure the basic physical
protection of personal conputers (PCs), LAN workstations,
mai nfrane termnals, and the nagnetic medi a upon which all
of our valuable infornmation is stored, and

b) Set forth adm nistrative procedures governing the use
of our conputers and software.

The "EPA Information Security" and "EPA Information Security for
Personal Conputers" manual s give nore detail ed information about

Agency-wi de policy on conputer security. Section 2.3 in both
manual s specifically addresses inplenmentation of ninimal controls
for information security; specifically, information sensitivity
determ nation and risk anal ysis requirements are di scussed.

Al security policies and procedures established by this docunent
al so apply to work carried out at home or while in travel status.

If you wish to exanine a copy of these nanual s, please contact
the Chief, Infornmation Technol ogy Section at X2988.

. Physi cal and Environmental Controls

The following controls for PCs, LAN workstations and nai nfrane
termnals are required to prevent theft and physical danage:

Locate PCs away fromheavily travelled and easily
accessi ble areas to the extent possible, on stable
desk tops.

PCs and LAN workstations should not be plugged directly into
the wall; surge protection devices have been provided to
protect our computers against surges in current. It is
mandat ory that these devices are used. |If a PCis nissing a
surge protector, contact the PC Hotline imrediately. A new
unit will be supplied from stock.

Physi cal configuration of equi pment nmust not be nodified by
the user. The PC Hotline should be requested to make any
requi red noves of equipnent. Requests should be directed by
WPO nmessage to PCHOTLINE or alternatively by phone to X1201.
The I nfornmation Managenment Branch (I MB) al so tracks all



changes in the Region 10 conputer inventory system which
contains up-to-date information about each PC and LAN

wor kstation configuration owed by the region. It is
essential that this information be kept current at al
times.

Conput er equi pnent should not be installed in direct

sunlight or in locations with extrene tenperatures

(less than 50 degrees Fahrenheit or greater than 100 degrees
Fahrenhei t).

Conput er equi pnent and magnetic storage media are sensitive
to contamnation fromdirt, snmoke, or nmagnetic fields. Do
not eat or drink in the immediate vicinity of the conputer

Portabl e PCs require additional security considerations
because they are nore vulnerable to theft. Portables shoul d
be stored in | ocked cabinets when not in use. The person
naned on the Sensitive Item Registration card is responsible
for the portable conputer and nust keep a log to track |oans
of these units by the person who signed the registration
card.

Manual s are to be labeled with the user's PC Configuration
nunber and kept near the PCto facilitate reference

The followi ng additional security control will be extended to the
LAN servers and ot her equipnent |ocated in the conputer room

Access to the conputer roomw Il be strictly controlled. The
door to the conputer roomis to renain | ocked at all tines.
Only those persons whose nanes appear on the authorized
access list are to be permtted unacconpani ed access. Repair
persons, people fromheadquarters, etc. are to be logged in
and out. The log entry nust specifically identify the reason
for the visit.

[1l. Software Copyrights/Licenses and Master Copies

Most personal conputers with hard di sks in Region 10 have
Lotus 1-2-3, dBase and WrdPerfect installed as the standard
agency software. LAN and mai nfrane conputers al so have
standard agency software installed. In addition, EPA has
pur chased copi es of software on a case-by-case basis to
perform specific functions such as project tracking and

gr aphi cs.

Wien we buy software, we are purchasing a |icense agreenent
with the manufacturer whereby we are prohibited from
duplicating either the software or docunentation. In
general, there are two types of software |icenses:
si ngl e-machine and site. A single- nachine |icense allows
the user to install the master copy of the software on
his/her PConly. Wth a site license, the software nay be
installed on nore than one PC or a LANfile server,
typically for a higher fee. Copying single-machine
software, therefore, for use on another computer is a
violation of the license agreenment. Making copi es of
software for personal use not only violates copyright |aws,
but is a theft of government property. Using unauthorized
copi es of software on EPA conputers is also illegal, even if
such copi es are obtained fromsources outside EPA.  WIIful
violations of U S. copyright law may result in potential for
personal liability.



EPA purchased software shall be used exclusively on EPA
owned conputers (except when permtted by the |icensing
agreenent, eg. WrdPerfect). EPA software should not be
installed on PCs owned by contractors without witten
approval of I M

Al master copies of software purchased by EPA (including

pur chases nade by Headquarters) for use in Region 10 nust be
sent to the Informati on Managenent Branch, where the

di skettes will be stored in a | ocked roomto ensure
accountability and control. This is required for security
purposes as well as to facilitate regi onwi de software
upgrades. Software vendors require that we either destroy
or return the naster diskettes for each copy of the software
that is to be upgraded.

Sof twar e purchased by contractors and used in support of
specific EPA related contract activities is subject to the
same approval requirenments as software purchased by EPA
Master copies of the software nust also be sent to the I MB
for storage. Project Oficers for all EPA contracts are
responsi bl e for being know edgeabl e of all contractual
requirenents regulating the contractors' use of conputer

har dware and software for EPA business. Questions regarding
such requirenents should be directed to the contracting

of ficial.

IMB will conduct unannounced, random audits of Region 10
conputers; should illegal or unauthorized software be | ocated on
an enpl oyee's conmputer, appropriate disciplinary action nay be
warranted. For additional information on | MB controls, see
Section Xl I, Region 10 Conputer Monitoring Procedures on page 9.

V. Unauthorized use of Conputers

Conput ers have been nmade avail able by EPA for use by its

enpl oyees in the conduct of EPA business. Use of these conputers
is not allowed for personal business of any kind, even if it is
done on the enpl oyee's own tine. Training and practice on EPA
conputers shall be done using work rel ated exanpl es and such
activities shall be directed towards developing skills to be used
to performjob rel ated tasks.

PC ganes and ot her non-work rel ated software are strictly
prohi bited frombeing installed and/ or executed on EPA conputers.

V. Non- EPA Sof t ware Product Controls

EPA enpl oyees shall not install any software without the
approval of IMB. Contracts have been established by ARMto
obtai n conputer software which are based upon a thorough
requi renents analysis and are consistent with the Agency's
long-termstrategic plans. Software standards are issued by
the director of the National Data Processing D vision (NDPD)
after consultation and concurrence by the Drector of the

O fice of Informati on Resources Managerment. Software
products other than those offered on Agency contracts are
generally not permtted on Region 10 PCs. There may be an
exception in which an application has specific requirenents

that are not nmet by Agency standard software. In this case,
a request for use of non-standard software nmust be submtted
to the Information Managenment Branch for approval. Agency

resources are best spent on conpatibl e software which has
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been tested prior to delivery and for which user support has
been committed. O ganizations which acquire non-standard
software shoul d be aware of their inherent and potentia
liability caused by not being part of the Agency's standard
architecture

Privat el y-owned commerci al software shall not be installed
on an Agency conputer wthout prior witten authorization
fromlI M. The request must certify that no |icense
agreenment will be violated, the software will be properly
segregated from EPA software, and agency (sensitive) data
will not be stored in non-standard fornat through use of
this privatel y-owned software. The user will be required to
produce the license for this software upon request.

Use of database software other than CLI PPER and dBASE ||| +/1V,
for EPA multi-user system devel opment is not permtted
Privat el y- owned dat abase software is also strongly di scouraged
in the devel opment of single-user systems (i.e. a persona
project tracking systenj.

Publ i c domai n software exists and is not subject to any

|'i cense agreement/copyright |aws. However, public donain
software used on EPA conputers nmust be used only in the
performance of job related functions.

IMB witten approval and virus-scanning are required before
any public donain software can be | oaded on an agency
conput er.

V. Conput er Viruses

A computer virus is an extra program hidden within an apparently
normal program or software package referred to as the virus
"host" or "Trojan Horse". Like a biological virus, the conputer
virus has two inportant characteristics: it can replicate itself
and it can cause harmor mschief. This replicating ability
neans that a virus can quickly spread via shared diskettes,
networks, electronic bulletin boards, or file servers as prograns
or files are stored, executed, uploaded or downl oaded.
Potentially infected host software include any of our standard
software packages. Truly malicious viruses can nodify or destroy
prograns and dat a.

To detect and conbat viruses, a nunber of specialized prograns or
sof tware "vacci nes" have been devel oped. However, it is not
possible to devel op a set of generic procedures to ensure the
integrity of non-EPA conputer products, public donain software
EPA application software and data diskettes.

Failure to detect viruses may result in destruction of
government property (software and data). Due to the serious
nature of software viruses and the severe damage that can
occur, all disks that originate outside of Region 10, EPA
must be scanned by virus detection software prior to
installation or use on any EPA conputer. Bring disks to be
scanned to the PC Hotline Hel p desk on the 8th floor or to
the Conputer Roomon the 10th floor. In addition, both

pl aces can provide you with virus scanni ng di sks which can
be used to check any | BM conpatible PC for viruses. It is
perm ssible to use these virus check disks at home. If a
virus is detected, the user's PCwill display a nessage
alerting the user that a virus has been found; the user
shoul d contact the PC Hotline imediately - DO NOT ATTEMPT
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TO REMOVE THE VIRUS YOQURSELF. PC Hotline will dispatch PC
specialists who will renmove the virus and take all

precauti onary measures necessary to prevent the virus from
infiltrating the LAN. Al Region 10 Servers are scanned for
viruses on a daily basis.

EPA enpl oyees and contractors who use PCs or LANs are al so
subject to the virus prevention policies set forth in the
Nati onal Data Processing D vision (NDPD) Qperational

Pol i ci es Manual, regarding installation of new software,
backups and virus-scanning requirenents. A copy of this
manual is held by Chief, Infornation Technol ogy Secti on.

VII. Magnetic Media (Information Storage) Controls

Virtually all information on conputers in Region 10 is stored on
magnetic media in the
follow ng forns:

D skettes

Fi xed di sks (hard disks) inside the PC

Large capacity fixed disks inside the LAN file servers
Cartridge tapes

Renovabl e di sk cartridges (Bernoulli cartridges)

Mai nframe di sk storage (DASD)

Conput er users need to treat nagnetic nmedia with special care.
Fl exi bl e di skettes are especially susceptible to danage.

Keep di sks away from nagnetic fields, such as radios, TVs or
n crowave ovens.

Do not bend diskettes.
Store disks in a storage box when not in use.

5.25" disks need extra care. Do not: touch the exposed
media, wite on themwith hard tipped pens, or store them
wi thout their dust jackets.

Contact the PC Hotline for assistance in relocating
conputers. Do not attenpt to nmove the equi prent yoursel f.

Al information that is accessed by nmore than one user shoul d be
stored on the LAN or mainframe depending on the application.
Confidential files nmust not be stored on the Region 10 LAN
servers or on single user PCs unless specifically approved in
witing by the Director, ORM Such data nust be stored on

di skettes which can be locked up in order to afford the data
proper security. Sensitive information can be stored on the | BM
3090 nai nfranme (and nust be secured via the RACF nai nfrane
security facility - contact the PC Hotline to identify the
current Region 10 RACF contact. Qther types of infornation can be
stored on the PC local hard drive, if one exists, or on floppy
di skettes.

VIII. D sk Oganization and File Storage Conventions

Users should be aware of the ability to create directories and
subdi rectories which enable themto better organize their files.
PCs used in comon areas shoul d be set up so that each user has a
different directory under his/her own name to store data files
and ot her | arge docunents.



The use of file extensions within file nanes to further identify
files is recoomended (i.e., "training.doc" mght indicate to a
user that this file is a docunent or text file, whereas
“training.dat" mght indicate that the file is a data file which
is in non-readable fornat).

Sone standard fil e extensions are recommended as fol |l ows:

fil ename. mem (nenos), filename.ltr (letter), filenamne.doc
(docunentation), filename.lst (lists), filename.tnp
(tenporary files), filenane.pf (primary merge file),

fil ename. sf (secondary nmerge file), and fil ename. nsg (mai
nmessages)

PC users shoul d refer to software reference manuals to becone
fam liar with autonmati c extensions appended by certain commerci al
software packages. This famliarity will help facilitate
identification of data files versus required systemfiles and
will help avoid erroneous file deletions, for exanple while
cleaning file directories.

I X Backups/ D saster Recovery

Unfortunately, mnmost conputer users learn froma bad experience
that backups are critical to information security. GCertain EPA
systens require routine backups of data. Procedures for creating
t hese backups are docurented separately, in the manual witten
for the system Mst conputer applications, however, provide

rel atively crude backup utilities which do not guarantee the user
that their information will be secure; these applications, such
as WrrdPerfect, will create a backup file of each docunent the
user creates but this file is overwitten every tine a newfile
is created. The key to really secure backups is to nake a copy
of your information and store it on separate nmedia, in a
different, preferably remote, |ocation

As a minimal control, make regul ar backups of all docunents
or data files. A precise set of criteria for determning
how often to make backups cannot be provided - how active
the data file is and howlong it took to create are key
factors to consider.

Several different means for naki ng backups are avail abl e
(see APPENDI X B: Disk Storage and Hard D sk/ Fl oppy D sk
Backup Qptions).

Contact the PC Hotline if there are any special security
requirenents that need to be addressed.

Note that nost information stored on LAN file servers and
renote nai nframe conputers is backed up automatically, and
usually on a daily basis. If information has been stored
via this media, information can be restored i n nost cases,
upon request. Contact the Conputer Roomfor nore details.

X Sensitive Data Control s/ Password Protection

Varying | evel s of password protection may be applied to the
informati on we store on nagnetic nmedia. Controls are already in
pl ace for access to the Region 10 LAN and the EPA nai nfrare.
Software for additional file security, such as encryption or file
passwords is available on the market but Region 10 has not

pur chased such add-on security software. Those who are



interested |l earning nore about the criteria for eval uating
information sensitivity or wish to discuss incorporation of
advanced security measures should address their initial inquiry
to the PC Hotline

Conput er users must not abuse their password and User-ID
privileges. Violators of password protection expose the
Agency to unnecessary risk and potential irreparable harm
caused by unet hi cal users damagi ng conput er resources,
accessing and di scl osing sensitive infornmation, or
commtting other fraudul ent acts.

Users nust al so be aware of sone inportant facts regarding
file management on conmon-use conputers. Files which are
erased froma nagnetic disk using only the standard DCS
"DEL" or "ERASE' commands are not actually erased fromthe
conputer disk - they are only marked for deletion. For this
reason, until they have been overwitten, they can be
"unerased" using comrercially available utility prograns.
Additionally, sone software systens use work files that are
temporarily stored on di sk which are deleted by the system
when they're no | onger needed, but are still recoverable by
utility programs. |f a user is working with a confidentia
file and wishes to ensure that this file cannot be recovered
by a utility program after being del eted, he/she shoul d
contact the PC Hotline.

Log off or otherwi se inactivate all conputers in between
uses.

Xl . I nformati on Systens Docunentation Requirenents

Agency information on nagnetic media is typically accessed via
either a commercial software package, such as WrdPerfect, or an
appl i cation devel oped in-house, such as a dBase budget tracking
system Therefore, it is necessary that users of this

i nformati on have sufficient documentation to operate the software
package or application. Conmercial packages are purchased with
manuf acturer's docunentation, and a nyriad of other publications
are typically available as well, to provide a user with reference
information. W must rely on the devel oper's of our in-house
applications to provide conprehensive docurmentation for use of
their systens, in order to ensure that those for whomthe system
isintended will be able to get to the agency infornation they
require. It is essential that all new applications devel oped in
the region for manipul ati on of agency data abi de by strict

devel opnent gui del i nes:

Docurent functional requirements (needs) analysis
Docurnent system speci fi cati ons

Mai ntai n hard copi es of program code

Docurent all code to explain |logic

Provi de conprehensi ve user docurentation and qui ck reference
sheet s

Provi de training (optional)
The name of the person to contact for additional guidance

regardi ng i nformati on systens docurmentation may be ascertained by
contacting the PC Hotl i ne.



Xl'l. Region 10 Conputer Monitoring Procedures

The Region 10 I nformati on Managenent Branch has i npl ement ed
control procedures to nonitor the effectiveness of the guidelines
stated within this document. They are as foll ows:

1. I nventory Audits

IMB will performrandominventory audits of all conputer
har dwar e and software owned and installed in the Region. A
di screpanci es and viol ati ons of regional/software |icensing
policies are noted and reported for further action. Al hardware
tracked by the personal property systemwll be |ocated and
sighted by responsibl e custodial officers annually. Board of
survey proceedings will be initiated on any equi prent determ ned
to be mssing. Mwvenent of all conputers and peripherals is to be
tracked through nove slips.

2. Sof tware Usage Monitoring

IMBwll also collect statistics on software accessed by LAN
workstations to ensure that only approved software is used on
Region 10 conputers. This information will help | MB assess
regi onal software support requirenents.

3. LAN Envi ronment Monitoring

The Region 10 LAN environment is continuously nonitored by
sof tware whi ch enabl es detection of nunerous hardware, software
or electrical problens that m ght adversely affect our conputing
envi ronnent .

4. PC Hotline Support Services

Through the PC Hotline, | MB provides regional PC users with a
wi de range of services to help protect and naintain our conputer
environnent. Services include virus scanning, acquisition of
equi pnent cl eani ng agents, training on proper hardware/software
managenent procedures, di sk managenent software utilities and
di sk conversion hardware, etc. Pl ease find additiona
i nformati on on | MB support services in Appendix B: D sk Storage
and Hard D sk/ Floppy D skette Backup Qptions

5. D vi sional PC Coordi nators

Each D vision has appoi nted a PC Coordi nator to hel p manage
and control the conputer hardware and software
Responsi bilities of these coordinators include attendance at
nont hl y PC rmanagenent neeti ngs, communi cation between | MB and
di vi si on managerent, enforcenent of Region 10 Conputer Policy,
review of inventory reports and oversight of all PCLAN rel ated
di vi si on-wi de proj ects.

For further information about Regi on 10 conputer nonitoring
controls, contact the Infornmati on Managenment Branch.
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APPENDI X B

Dl SK STCRACE
AND
HARD DI SK/ FLOPPY DI SKETTE BACKUP OPTI ONS

DI SK STCRAGE CPTI ONS

There are four different storage areas where data can reside and
they are as foll ows:

Fl oppy diskettes (3.5" or 5.25")
PC | ocal hard di sk
LAN fil e server

Mai nframe Storage - DASD (accessed via Arbiter or SEND
utility, described bel ow)

The main considerations in choosing a storage area are security,
frequency of access, and convenience. Confidential files nust
not be stored on the Region 10 LAN servers or on single user PCs
unl ess specifically approved in witing by the Director, A RM
Such data nust be stored on diskettes. Sensitive information can
be stored on the 1BM 3090 mainframe. Al infornation that is
accessed by nore than one user should be stored on the LAN or

mai nframe depending on the application. Qher types of

i nfformati on can be stored on the PClocal hard drive, if one

exi sts, or on floppy diskettes. Please note that PC hard di sks
and floppy diskettes nust be backed-up by the individual user to
ensure data integrity. Qher factors to consider when choosi ng
between hard drives and floppy disks are as foll ows:

Error Rates: Hard disks nay unexpectedly "crash" (the disks
becone unreadabl e) and chances are great, in this case, that al
data will be lost. Floppy disks nay also "crash". However,

the anmount of data lost is significantly |l ess than that which is
on the hard di sk

Vul nerability: Fl oppy disks are nore susceptible to physica
damage while hard disks are protected by the CPU casing.

Security: There is typically no nethod available on a PCto
prevent any user fromreading all data on a local hard disk
Fl oppy disks may be stored in a secure area, and the LAN
file server user directories are password protected.

Cost: It is nost economcal to use central file server storage
for installation of major software packages, applications and
large data files.

Portability: Floppy disks are portable; hard di sks are not
easily renovabl e, and therefore not portable. Data stored on the
| ocal area network can be accessed fromany location in the

regi onal office.

Access Time: Reading or witing to a hard disk is faster than
floppy disk access time. Access tine is an inportant

consi deration when working with either large files or when making
frequent alterations to a file of substantial size
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O ganization: Hard disk and file server user directory storage
shoul d be organi zed such that user files are separated from
standard software and application files. Preparation of

directories to organize all information stored on the hard di sk
or file server is mandatory due to the size and varied uses of
the hard disk. The user has nmore control over the floppy disk,
due to its relatively small storage capacity, so that creation of
directories is not essential.

HARD DI SK AND FLCPPY DI SKETTE BACKUP CPTI ONS:

There are four PC hard disk and two floppy di skette backup
options and they are as foll ows:

From PC Hard Di sk to Fl oppy D sk:

The entire disk or portions of it may be copied to high
density floppy disks for backup purposes. This option is
available to all users; however, it may be very tinme consuni ng
and shoul d be enpl oyed to back up only those files which have
been altered. Use of software such as "FASTBACK' will expedite
this process. Please contact the PC Hotline to borrow FASTBACK
sof t war e.

FromPC Hard Disk to LAN File Server Hard D sk:

Portions of the disk may be copied to the LAN via the LAN NCOPY
command. This option is available to all users that have
sufficient LAN disk space available to themin their user
directory. The majority of LAN users are limted to 3-6 MB
dependi ng on the file server being accessed. From PC Hard D sk
to Mainfrane DASD. The entire disk or portions of it may be
copied to nainframe DASD via ARBITER This option is avail abl e
to all users that have active mainfrane User-1Ds. Special device
drivers are also required for the PC and are to be included in
the CONFIG SYS file on the hard disk. If a large volume of data
(2 MBor nore) is to be backed-up, the procedure is to be run
after 5 p.m so that the network will not be overloaded. Pl ease
contact the PC Hotline to obtain the software and procedures for
accessi ng ARBI TER

From PC Hard Disk to Centralized Tape Backup Unit using Local
Backup and Restore System

The entire hard disk may be backed up to a tape, simlar to a
vi deo recording tape, using a backup tape unit and the Local
Backup and Restore System This will occur in background node so
you continue to use the PC while the backup is occurring. The
systemis accessed through M scel | aneous Software on the Aut oMaxx
nmenu. Further assistance nay be obtained in the Conputer Room

From Fl oppy D sk to Fl oppy D sk:
This option should be used to back up all information stored
on floppy disks. The user has the choice of using the DOS

"di skcopy" command (to both fornmat and exactly replicate the data
on a disk), or the DCS "copy" command.

From Fl oppy Disk to LAN File Server Hard Di sk:

11



The entire floppy disk may be copied to the LAN via the LAN
NOCOPY command. this option is available to all users.

Pl ease consult the PC Hotline, at X1201, to obtain information
about any of these options.

QU CK REFERENCE SHEET FEBRUARY 1993

COMPUTER SECURI TY PCLI CY
SUMVARY

Excerpted fromthe Region 10 Conmputer Security Policy Manual
(February 1993):

Physi cal Controls

Install conputers on stable desk tops with proper ventilation
Turn PCs off each night. Do not nove the PC yourself. Call PC
Hotline to arrange noving. Label all manuals; store near the PC
to facilitate reference. Do not nodify physical configuration of
equi prent .

Sof tware Copyri ghts/Li censes and Master Copies

Duplication of software for use on another conputer is a
violation of the |license agreenment and is considered theft of
gover nment property.

Unaut hori zed Use of Conputers
PC games and other non-work related software are strictly
prohi bited frombeing installed and/ or executed on EPA conputers.

Non- EPA Software Product Control s

Sof tware products other than those offered on Agency contracts
are generally not permtted on Region 10 PCs. | M approval and
mandat ory virus-scanning is required before any non-EPA software
can be | oaded on an agency conputer.

Conput er Viruses

A conputer virus, nmuch like a human virus, can be transferred
froman infected source to any type of disk via many channel s.
Users who strictly adhere to software |icense agreenment and
non- EPA software policies will greatly decrease exposure to virus
i nfection.

Magnetic Media (Information Storage) Controls

Keep di sks away fromnagnetic fields. Do not bend, touch, or
wite on diskettes. Store disks in their jackets when not in
use. Al information accessed by nmore than one user is to be
stored on the LAN or mainframe depending on the application.
Confidential data must not be stored on the LAN

Di sk Organi zation and File Storage Conventions

O eate directories and subdirectories on the PC hard di sk as well
as floppy disks for better organization and retrieval of files.
The use of file extensions within file nanes to further identify
files is recomended.

Backups/ D saster Recovery

The key to really secure backups is to nake a copy of infornmation
and store it on separate media, in a different, preferably
renote, location. Several different means for naking backups are
available. Information stored on the LAN or mainframe can be
restored in nost cases, upon request.
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Sensitive Data Control s/ Password Protection

Password protection for certain documents or personal
If there is a need for limted user
the PC Hotli ne.

systens may be established.
access to certain information files, call

Conput er Security Policy

MOST COMMON THREATS:

Conput er Viruses

Dust/Dirt

Car el essness

Lack of Know edge

Sabot age

conput er

February 1993

APPENDI X C

QU CK REFERENCE SHEET

DOs AND DON Ts

TO

PROTECT YOUR | NFORVATI ON!

DO

- Virus Scan all
new, non- EPA
sof t war e

- Report any

synpt ons of
viruses to the PC
Hotl i ne at once

- Avoi d use of non-
EPA software (i.e.
publ i ¢ domai n)

- Jean drive heads

- Backup to fl oppy
di sk

- Set up automatic
backup features
(such as avail abl e
in WrdPerfect)

- Organi ze sub-
directories and use
consistent file
nam ng

conventi ons

- Attend basic
conput er traini ng
sem nars

- Password protect
sensitive
i nf orati on

- Report suspi ci ous
i nci dents

DON T

- Violate copyright
| aws

- Leave di sks
uncover ed

- Store inportant
information in the
share directory on
the LAN

- Exceed nor nal
storage limtations
on di sk (75% 80%
full is optimal)

- Delete or overwite
files in haste

- Be afraid to ask for
hel p

- Share your
password with
ANYCONE

CONTACT THE PC Hotl i ne FOR

ADDI TI ONAL | NFORIVATI ON OR ASSI STANCE:  X1201
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Region 10 Electronic File M anagement Guidance

The following guidance is backed by the philosophy that each system user is responsible for the
data that they have generated on the hard disk drive (c:drive) and the LAN user area (f: drive).

That responsibility includes the routine practice of maintenance and cleanup for al of the files that
they generate on the system. Disk maintenance and cleanup consists of deleting excessfiles,
assuring that the datais current and making back-ups of important agency data and/or records.

Hard Disk Drive (c: drive) M aintenance

The Information Resources Unit (IRU) will assist users in performing routine maintenance on all
existing hard drives by:

* Provide backup hardware and software

* Providing information and clinics on cleaning up harddisk drives

* Providing software for file defragmentation

* Cleanups will be done on aregular (monthly) basis and will be performed by the users.

File Server File (f: drive) M aintenance

The IRU provides tape backup of all datafiles and E-mail generated on the LAN on a nightly
basis. Because of the large volume generated, E-mail datais only kept for one day before being
overwritten. All other data files are kept for 2 months before being overwritten which includes all
data on the f: drive.

Although this backup process is automatic, it does not automatically delete any files that may not
have been touched for along period of time. The decision to delete files from the user area on the
server (f: drive) isleft up to the user. IRU requests that users review the filesin their user area
periodically and delete files that are no longer used and save seldom used filesto afloppy disk.
IRU will assist in providing users with the necessary tools and techniques to perform routing
maintenance on their LAN user areas.

Cleanups will be done on aregular (monthly) basis and will be performed by the users.

Backing-Up Data

Making copies of important data files (especially on your c: drive) is critical to assuring the
agency's data is secure and useable if there should be a system crash. The IRU will assist usersin
obtaining the necessary equipment to backup up large data sets (100mb and greater) on an as-
needed basis. Most files can be backed up and stored on floppy disk (1.44mb). Users should
regularly make backup copies of important files, label them appropriately and store themin a
secure location (at least one other person and the users supervisor should know where to look for
the backups).



File and Directory Naming Conventions

It is suggested that all Region 10 system users begin using the following file naming conventions:
Suggested FILE extensions

* doc - general document
* |tr - Agency letter

* rec - Agency Record

* rpt - Agency report

Suggested DIRECTORY names (c: drive only)

* \temp - (standard) Reserved for temporary files (delete once copied to another area)
* \records - for storing Agency record files

* \HQ - for storing any incoming files from HQ

* \Contract - for storing Contractor files

* \Site\Sitename - for storing site files
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Gui del i nes and Protocol for sending, receiving and using
El ectronic Infornmation

The intent of this neno is to provide the Region 10 staff with a
framework for working with and using electronic mail (E-mail) and

el ectronic information sources such as the Internet or electronic
Bul l etin Board Systens (BBS). The sane "Busi ness Comuni cation
Protocol " that applies to our existing nethods of witten

conmuni cati on and distribution also applies when sendi ng, receiving,
searching or using electronic information.

El ectroni ¢ conmuni cations are subject to the sane records nanagenent
consi derations as printed conmuni cations. The nuances of "what are
records" are not discussed here, but any communication that announces
an agency decision or policy is an official record. Each user is
responsi bl e for managi ng records that they originate. The Information
Resources Unit does not maintain backups of E-mail and therefore
cannot provide copies of nessages in response to FO A requests.

Any of the various neans of processing electronic information may only
be used for the purpose of conducting O ficial Agency business.
"Official Agency business" can be defined as any correspondence
relating to the m ssion and/or authorized objectives of EPA, including
actions or prograns sanctioned by the Adm nistrator or Regiona

Admi nistrator. Use of governnent equi pment and conmuni cations
channel s to send and/or to receive information of a personal nature is
prohi bited and can be career limting.

El ectronic Mail (E-mail)

For the purposes of this docunent the term"E-mail" refers to any
Agency E-mail programincluding WO, G oupW se, Lotus Notes,
Al'l-in-One or cc:Mil.

Be aware that there are situations in which E-mail is not an
appropriate comuni cation tool, such as Oficial Agency correspondence
or any docunents which require a signature.

EPA policy prohibits the availability of confidential or sensitive
material on the LAN, which includes E-mail. |If you have a need to
send this type of information via E-mail, be sure to use the security
features available. Once sent, the nmessage nust be deleted fromthe
LAN. If it needs to be saved, it should be stored on a floppy

di skette and placed in a secure |ocation

Any EPA enpl oyee needing to send an all-enpl oyee broadcast nessage
(i.e., using the REGX for all of Region 10 including Operations

O fices or SEA group), should check beforehand with their supervisor
or the appropriate program manager for specific policies. Limiting
the authority to approve broadcast nessages to a small group of people



is a prudent practice which will enable better control over the
information that is distributed on a w de scale.

Any recipient of an E-mail nessage that is not appropriate or does not
conformto these guidelines, should forward the message along with
their comments to the sender, and a cc: to the senders' supervisor

If the nmessage is overtly threatening or inappropriate because of

vul gar | anguage or content, the recipient should notify their
supervisor or the HR officer inmediately.

Each LAN user is responsible for maintenance of his or her own IN and
QUT Mail boxes. There is a limt of 500 nessages that can be retained

in either area. A full INbox will prevent anyone from sending in
nore mail, and the recipient will not be aware of this problem
Therefore, it is inportant that mail messages be del eted and/or stored
el sewhere on a frequent basis. It is recommended that users make

deci si ons regarding the deletion or storage of nessages inmediately
upon reading them Cean up your "in" and "out" mail boxes and fol ders
on a weekly basis so as to keep the system clear of any unnecessary
files.

Messages ol der than 60 days and which are not stored in an archive
folder are automatically deleted by the system Further information
regardi ng mai nt enance of your nmil box nessages nay be obtained from
the PC HOTLI NE (x1201).

Messages being sent to Field offices with files attached are to be
l[imted to 100 kil obytes in size (approximtely 50 pages or a 1 page
graphic). Contact the PC HOTLINE if you are not sure how to determn ne
file size. This practice will prevent excessive delays in nai
delivery to those offices.

There is an "auto-del ete" send option available that should be used
for nmessages that have a specific time value on them (e.g.

appoi ntnents, nmeetings, etc.). This will save time for those who have
been out of the office for sonme time and do not want to have to comb
through a pile of "old mail." Remenber to use this feature when
sending tine sensitive nmessages. E-mail nmessages nay be sent over the
I nternet using any of the above mentioned standard E-nmil prograns.
This option should only be used if any of the other options are not
avail able to either party involved (such as with outside vendors or
contractors that do not have access to our mail systens).

I nt er net

For purposes of this docunent the terns Wrld Wde Wb (WWY, Gopher,
File Transfer Protocol, Telnet and Worl dwi de Area I nfornmation
Search(WAI'S) are synonynous with Internet.

The Internet nmay be used for the purpose of seeking and using
pertinent information related to environnental protection as it
applies to your position description and areas of responsibility.

W encourage Internet users to use the search engines provided and
i ndex on the topic that you are seeking to know nore about. This wll
save the Agency tinme and nobney.



Pl ease be aware that Internet "traffic" is nonitored by the

t el ecommuni cations services group at RTP. |If suspicious sites are
being visited that are clearly not work related, there is a good
chance that your supervisor nmay receive a call to discuss the problem
Agai n, abuse of this resource can be career linmting, so don't get
sidetracked in an undesirabl e cyberhood.

Bul l etin Board Systens (BBS'Ss)

Bull etin Board Systems nmay be used for the purpose of seeking and
using and posting pertinent information related to environnental
protection as it applies to your position description and areas of
responsibility.

The BBS it intended to be an outreach vehicle to the public who have a
means of communi cating via a nbdem W encourage you and your

col | eagues to use the BBS for posting inportant topics or neetings
that are open for public input.

One note of caution regarding files on the BBS: Files posted in
conference areas are accessible by all BBS users. Therefore, when
sending files to a specific BBS user (not intended for genera
consunption), the file attachment feature in BBS nmail should be used,
ot herwi se the docunment will be posted for all to read.

The sane protocol that applies to E-mail should be observed when
responding to an inquiry on the BBS
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